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REF ID:A68206

FOREWORD

‘The following report on the military ciphers used by the Germans from February to
November 1918, was written about December 1918 by First Lt. J. R. Childs, Infantry, and
except for minor changes is in the form in which he prepared it. There have been added note
7, by First Lt. H. C. Skinner, M.I.D., entitled “Note on Reconstruction of an Incomplete
ADFGVX Message”, and note 12, entitled ‘“A Mechanical Method for Determining the Key
for the Transposition in the ADFGVX Cipher, Given Two Messages Having Similar End-
ings”, prepared in January 1919 by the undersigned, then First Lieut., Military Intelligence
Division, U.S.A.

WirLiam F. FrRIEDMAN,

Cryptanalyst, Chief of Stgnal Intelligence Section.
Office of the Chief Signal Officer,

War Department,
Washington, June 25, 1934.

(1m1)
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GERMAN MILITARY CIPHERS FROM.FEBRUARY TO NOVEMBER, 1918

This survby of German Military Ciphers isintended to be very brief. A knowledge of the
principles contained in Hitt’s Manual for the Solution of Military Ciphers is presupposed.

One of the most outstanding features in the use of ¢ipher by the Germans, whether on the
Western or Eastern Front, was their predllectlon for transposition methods. Of all their systems
which have come under our observamon, there were only two of purely Bubstltutlon methods.

I SUBSTITUTION CIPHERS

One of these, strange to say, was & sivgle mixed alphabet substitution used by Gen. Kress
von Kressenstein in ¢ommunication: with Helferich. Several very important messages were
sent in this very simple cipher.: This cipher was precaded by the preamble “777.”” This was
an identification to the recipient of the system which had been employed. - Thelife of the 777"
Cipher was not of long du.ratfon The system. was too simple; the wonder is that it was ever
used at all. A message sent in the “RICHI” Cipher a few days after the “777” had been
solved, directed an immediate discontinuation of its use. o

“The cipher prepared by General von Kress was solved here at once. Its further use and
operation is forbidden. (Signed) Chief Signal Officer, Berlin.”

The second. cipher based upon substitation ‘principles and pethaps the only one which was
ever made extensive use of, was-the so-called “ Wilhelm” or * Fuer God” Cipher. This cipher
was used over a longer penod of tlme than any other clpher Whlch the Germans were ever known
to have employed.

The cipher was known as the ‘“Fuer God” for the reason that all messages in this cipher
contained the address ‘“Fuer God”, “GOD" being the call sign of the wireless station to which
the messages were directed. The messages were sent by POZ, a station at Nauen, just outside
of Berlin. They were numbered serially from the first of the year to December the 3lst and
were sent at more or less irregular intervals, an average of about three a week.

These ciphers were identified as substitution ciphers from the resemblance which the frequency
tables of the cipher letters bore to the common type of substitution frequencies. Further evi-
dence was contained in the repetitions which occurred in the body of the messages. These
repetitions were factored as an ordinary substitution cipher; and they established the fact that
the number of alphabets in messages numbered from 1 to 30 varied between 11 and 18, and that
from 31 to 60, inclusive, the number of alphabets employed reverted to the same cycle as from
1to0 30. In other words, there were but 30 keys and messages from 31 to 60, and from 61 to 90
were enciphered by the same keys as those numbered from 1 to 30.

It was also ascertained that the number of alphabets was limited ; and that not only was the
same alphabet oftentimes repeated in the 13 'alphabets for example, in the 13 of message ‘number
1, but that the same alphabet also reappeared in the 13 alphabets of number 2, in the 12 of 3,
and in the 18 of number 4, and so forth.

The number of alphabets finally reduced themselves to 22, They formed a modified
Vigeneére Table.

m
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TasLe—1.—THE ALPHABETS FOR THE “WILHELM” CIPHER

ABCDEFGHIJKLMNOPQRSTUVWXYZ
A|SQRYVXUZTWBDCAEJHKIFGPMONL
- B|LOPNMQSRTUVZXYWCABHEDGJFKI
C/IPONMRTSQWYUXZVCABEDFJGKHIL
D|IFHJGNKLMPOTSRQVYUXZWDBCAE
E|XUVZYWACBEDGIHJFKMONLTRSAQP
F|UXZWYVAEBCFDIHGJNKMLSPORTAQ
G|ACDBHJFIGEMNLKOTRSTQYZVUXW
H/|BADCFGEIHJNORKMLSRPTQWXVYUZ
I|{TRSQYWXZVUEBACDKFJIGHMLPNO
JILMONTQRPSZXUYVWBACDEGJHFKI
KIMOKNLQSRPWZTVUXYDBACEFJGIH
L{IEHFGLOMJKNQPTRSXVYUZVBADC
M/HFIGNMJKOLQPSRVTZUWXYBEDCA
N|CDABGHEJFIKMPOLNTRQSXUZWVY
O|ECDBAFJIGHLKONMSPQTRZUXVWY
P /RQPSZWTVUXYDBCAGIEJHKFONLM
Q|VYXUZWCABEDIHGFLKNMJQOTPSR
R{BACHDJFEGILONPKMSQRUZTYVWX
'S|QYZVXABCEFDMJIGKAPLNSROYUT
T/EDIGHFLMKPONRQJSUXTZWVYCAB
U/RTSWVYZUXFACBEDJKIGHONMPQL
v MOLNPSRQXTYWZUVADCBHFIKEJG
Numbers were expressed by the followmg letters bracketed between ‘‘Q’s’:

1234567890
HPJWDYVRAF

The alphabet beginnirig “ SQRYV”” was known as the ‘A" alphabet, that beginning ‘“ LOPNM”’

as the “B” alphabet, etc.
" Messages numbered 1, 31, 61, etc., were decipherable by the 13 alphabets in the order

“ JVCEPQHCMPQGP”.

Messages numbered 2, 32, 62, etc., were decipherable by the 13 alphabets in the order
“ TBUULENFKEQGC"”. :

The horizontal sequence above the table is the plam-text sequence. The vertical alphabet
on the extreme left gives the arbitrary symbol by which the different alphabets were known
n the 30 keys, Attached is a list of these 30 keys:
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1....JVCEPQHCMPPGP
2 ___TBUULENFKEQGJ
3....VCBHEGCJKGEP
4. ___I0OCEBPGKKGPJVEGUGC
5 __HGJKEIIMPQJBCK _
6...._SOFCKMPKGCHCGNFMPQ
7..-..LOQGPLGNFJGU
8 __LBUUGPJEGSOFCGEP
9 ___PBNFGKLOJIEUNF
10..._GJJIJNFIGNAKIEC
11..._ABCADEGFGC
12..._DMNAGCDOPQG
13..._JNFLEGQGCTOKGC
4. .. LEGUOPQGROMGCKGJ
15..._LEGTEGUABJKGEKGJ
6..._.SCGIRGPHMNEF
17..._.HGPGREAKEPGC
18..._JGUKGCLOJJGC
9. _HGELGIAOMSGPJEG
20..__VOVEGCFOPRUMPQ
21, __VSGCRGTGCIEGKGC
2. ___QBUROCHGEKGC .
23._ .. FOPRUMPQUJQGFEUSG
24 __FOPRJIJNFMFIONFGC
2. __EPJKCMIGPKGPIONFGEC
26..._.A0IGUKCGEHGC
27._ __COREGCQMIIE
28.___HGJBCQGREGVSGCRG
29.___RMPAGUAOIIGC
30..._CGNFKJOQGBUGFCEKGOC

It will be noticed that the same letter, as P, for instance, in key no. 1, is repeated four
different times. Again, the E and Q and G which occur in 1 occur also in 2. These facts
pointed to the use in these 30 keys of intelligible German words. The arbitrary letters, which
the keys in their present form contained, represented a simple substitution. This appeared
from the frequency, for example, of G and the inseparable combinations NF and NA, N never
appearing unless followed by F or A. It was therefore extremely probable that these letters,
arbitrarily chosen to represent the 22 different alphabets, in reality represented keywords in
German text.

N was assumed to be the value of C, and F, H; and G, the most frequent letter which was
never absent from any of the series, E. This simple substitution was continued until familiar
German syllables began to appear and finally the complete keywords themselves.

68652—35—2
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1...SPRINGBRUNNEN
2. ___VOLLWICHTIGES
3..._PROBIERSTEIN
4 .. MARIONETTENSPIELER
| 5. __BESTIMMUNGSORT
6....FAHRTUNTERBRECHUNG
7. ___WAGENWECHSEL
| 8..._WOLLENSIEFAHREN
! 9 ___NOCHETWASMILCH
10....ESSCHMECKTMIR
11..._KORKZIEHER '
12..._ZUCKERZANGE
; 13.._SCHWIEGERVATER
4.___WIELANGEDAUERTES
' 15....WIEVIELKOSTETES
| 16.... FREMDENBUCH
! 17..._.BENEDIKTINER
18..._SELTERWASSER
19..._BEIWEMKAUFENSIE
20..._.PAPIERHANDLUNG
21.___PFERDEVERMIETER
; 22 __GOLDARBEITER
! 23....HANDLUNGSGEHILFE
i; 24.___HANDSCHUHMACHER
‘;‘j 25....INSTRUMENTENMACHER
’ %....KAMELTREIBER
“ 27..._RADIERGUMMI
26..._.BESORGEDIEPFERDE
29.._ _DUNKELKAMMER
t‘ 30....RECHTSGELEHRTER
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S
AL TRANSPOSITION CIPHERS

Reference hes been made to the predllectton for transposmon methods on the part of
the Germans. Even substitution methods, when resorted to, usually contained in them some form
of transpos1t1on, such as in the .“RICHI” the most mportent mﬂ1tary c1pher used by the
Germans.

One of the most common forms of transposxtmn cipher used by the Germa.ns was the double
transposition. Occasionally, the simple columnar transposition was used, but this was extremely
rare as such a system of encipherment in a language such as the German, Whmh contains the
common invariable combination CH, offers very little security.

The solution of a simple columnar transposition involves merely putting together the columns
containing the C’s with the columns containing the H’s with which they belong. If, as often
happens, in a transposition cipher, two C’s oceur in the same column, there must also be two
H’s which occur the same number of letters apart as the two C’s in a similar single column.

As an example of a simple transposition, there was intercepted by the high-powered station
at General Headquarters in May, a cipher which read as follows:

ALTMARK 41 GRUPPEN -
BELNS MEUAG HRLNV RSNDC DCNOA ACEFN
FNFPE 0OSGAA BNBDE DMWLR RTHNA TOSON
SNUIK LNIGP USUSS HFEIN RAADN HNRNE
FAEUN EHBAS RTARR NUERI MGURE KCOBT
AITOF ILTAN NUVUAEM EIODE DEHZK GNTCH
'NADUG URSRT EDLZR ICAUN ZDMRF ALCNL
NEULU BESBH TENAH DNUST Anusz.

A frequency of the cipher letters in Wh1ch the most frequent German letters, E, A N, I, etc.,
appeared in approximately the same proportion as in German text and the absence of Q, J, and
Y indicated that the principle upon whlch the message had been enciphered was that of
transposition, Vo

In the fourth cipher group of 5 letters there is a- C which is followed at an interval of
2 letters by a C in the fifth group. A third C follows the second C at an interval of 5 letters.

In the thirteenth group from the end there is an H followed by a K at a similar interval of
2 letters, as was observed between the first 2 C’s, and furt?her there is another H which follows
the K at an interval of 5 letters. 4 :

There can be but one conclusion, and that is thaf these 3 C’s belong in & column which will

directly precede the column which containg the 2 H’s and the K,

+-GCH : PRI
D& : L '

Qx> » O =
T a3z
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As yet the length of the columms is still unknown, though there can be no doubt that the
length must be at least such.as to include the 8 hnes which are contained in the series of
the 3 C’s.

If a count is made of the letters which occur between the first C in the fourth group and the
Hin the fourteenth group from the end (2 letters which it is believed are paired together) the
number will be found to be 123. This number is divisible only by 3 and 41. There are 205
letters in the entire méssage. If the message is divided into columns of 41 letters in length,
precisely 5 columns will result.

Again, one might have chosen to place a third column against the original two which had
been selected :

CH
D Z
CK
NG
ON
AT
AC
CH

by putting & column contmmng an Hor K against the ACwhich appeared as a result of the matching
of the three C’s. There are a number of H’s from which to choose but the proper H would have
readily proved itself from the kind of syllables which would have resulted when the letters
immediately preceding it appesred in conjunction with those which were already possessed.

Compare two such combinations, one in which the correct H has been placed against the
AC which it follows and the other an H selected at random.

ey @)
CHL CHS
DZU DZM
CKB CKE
NGE NGU
, ONS ONA
ATB ATG
" ACH ACH
‘CHT CHR

In the first, the German word ZU has appeared. The second contains in its second line
& combination ‘““DZM” which, unless an error,is impossible in German. A count of the letters
between the C and H in ‘““‘ACH”’ in the first gives also 41 which is a factor of the number 123
which was found to separate the other CH’s.
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There is no other conclusion but that the colimns are five in numben gnd.are 41 letters =

‘in length. The columns are accordingly cut as follows:

w.
v i
o 04
D

°
o
o <
o

ol |

E BDVF I
L DNTIUC
N EHUL A
S DNTU

N I R G E
0 K NN S
AL UTESB

A NECH

M M R AN
E W NN Z
UL END

C I RHUPT
EG I NE
F P M AN
N UGD A
F S U UMH
N U RG D

A RF UN
G R A AR
HTEEF
R HUMA
L NNEL
N A ETIC
VTHON

F S E UN
P S KR U
E HCS 8
9 F 0ORT

- X R

B o
Mm e <
[ B I

U <

S - 4
o m
m <

o n

N O S D E
D NREU
C S THL
D NAZU

mn

4 R I L S
B AT Z 2
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' By fitting ‘the remaining C’s ‘with H’s which appear in the same horizontal lines the' com-
pletely reconstructed key becomes: e cr e T oL

U W TR X T e
ZNHOCUNOHPZIUIICAEO U W X
DaQUEZBnISEN N ORI ECE W
NIDTBHORBOONWMMER CQZXZP - O
cramzZrZar> I ERONZICE QO H N
R MHPABOAORPBICOEH NG X W
R EZHBDH IO ENCSY RPN C
WrrONOMMYHZ IR O a~
NOUBAESYN AN >2Z N0 ZO RN
NN I NGZUODn>ZENGNEHE G

The message is now in the original form in which it appeared before encipherment. The
translation reads: “Do not let Reservist Wenzel and Mrs. Margaret Fuhrman Lelea, who
are on board, disembark, but bring them back to Germany. Notify Consulate. Confirm
at once to the Admiralty Staff the receipt and carrying out of this wireless message.”

In the case of a double transposition, which is the double application of the same columnar
key, it is impossible to attempt to reconstruct the key by the method of fitting together the C’s
with the H's. The cipher letters in a double transposition are inextricably mixed together in a
way that has led a mathematician to say that the only principle which remains in the order of
the letters after their double encipherment is the fact that there is no principle.

There is but one method of solution. This is accomplished when two or more messages
are to be had of the same length and enciphered by the same key. This is only possible in the
case of two messages of identical length where the number of letters does not exceed 50 in each
message. If the number is more, the solution is only possible with three messages of identical
length. The method of solution is that of writing out the messages of identical length under
each other. The vertical columns which are thus formed are cut up and the messages are then
anagrammed.

The principle of anagraming two messages is made possible by reason of the fact that, in
any transposition or rearrangement of letters in messages of equal length enciphered by the same
key, the letters which occupy the same relative positions in each of the clear text messages of
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similar length will pass through identically the same permutations when put through the process " -
of encipherment.

The double transpomtlons which were used by the Germans in 1918—notably, the Alachi,
Gechi, Omochi, Itochi, all modifications in one unimportant way or another of a double apphca,-
tion of a single transposition key—were never used in sufficient quantity to make the method of
solution by means of anagraming two messages of equal length.possible.

It however happened on more than one occasion in messages sent by some of the smaller
stations in the Black Sea ares which made use of the Alachi and Itochi, etc., in communication
with Berlin and Constantinople, that, -instead of making a double application of the key in the
encipherment of'messages, only a single application of the key was employed. This had the effect
of leaving the message in the form of a simple columnar transposition.

* Thus, on July 24, two messages were intercepted by our stations—one of them sent by LP
(Berlin) to COS (T1ﬂls) by way of NKJ (Nicolaiev) and the other'sent to OSM (Constantinople)
by COS (Tiflis).

NKJ v LP

FUER COS ALACHI-266 _

EHNTI XNFMU MAIRA ICEIT AWANM EEDEG
XDNGR CR1ITU ESAUC EPCUT EBOTE TIIQL
NNSET NOEHE ESNEL REGEZ VUIEE INNND
ENOMN ERHSS HXRTO MRINK UEAGT RETGH
XNSFT FTEBZ USRET XLNPO EEIHF LSOCO
NZENR XNBRG PRINR EHLEO ESFRT UIRUI
AUARE NIEHN EMVBE AWASE GVEOX ILEXN
PLIEM HTSRO ARROE ATGNC DOACR AESKTF
TXASE IHSNR HACER HGGNS EIEIR D
OSM v CO0S

ALACHI-152

RRSCH NSEAT NWENT URZAF LBDLM IEAEE
FAIRL ROMGH NENMF NNSIU ZTDLI ORFAUJ
ENFJN IAUBT OETRC AERIS RKRAD FAIIT
LLEUA HBHRS ENGIO VOALT RRJBU IEIGT
TETLN NEWEL ITAEZ FPKET LNITP SGMHB
AT ‘

The first message resisted all efforts at a solution directed along simple principles. The C’s
which were matched for trial with the H's gave no promising syllables.

In the second message there were 2. C’s and-5 H’s.

There was nothing to do but try each against the other. The columns were run tentatively
a distance of two or more letters in either direction from the C.
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(First set) o ) . - (Second set)
RO RE RA RS EO EE EA ES ER
RM RU RH RG .7 TM TU TH TG TS
SG SA SB SM . RG.RA RB RM RC
CH CH CH CH , CH CH CH CH CH
HN HB HR HB AN AB AR AB AN
NE NH NS NA EE EH ES EA ES
SN SR SE ST RN RR RE RT RE

In the first set the last pair of columns was finally chosen from amongst the four. It was
hardly probable that the C would precede the H which immediately followed it.in the cipher in
the first group. If this pair of columns was correct the syllables formed as a result of the con-
junction of the letters should suggest parts of German words. ‘““NA” in the second line below
the CH seemed to offer the best suggestion. ‘‘NA” might be the first letters in ‘““NACH”.

Since the “NA” was taken from a pair of columns in which one of the two CH’s in the message
had been formed, there was the single alternative of fitting the “NA’ in this pair of columns
agamst the proper CH combination of coiumns which was to be found-somewhere among the five
pairs in the second set. '

The column chosen in the first set, was placed against each of the five columns in the
second set in succession, the “NA’’being placed each time in the same horizontal line with
the CH in order to form the word “NACH”. The correct pairs should prove themselves by the

appearance of other German words or syllables when once the two pa1rs were correctly
fitted.

Thé first' CH i the second set When placed- agamst the NA in the last oolumn of the first
set gave no result g

R'S
RG
SMEO
CHTM
"HBRG
NACH
: : . STAN
The combination “HBRG” which appeared in the line above “NACH” eliminated this
choice. :
The second attempt appeared much better:

RG

SMEE
CHTU
HBRA
NACH
STAB
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Another German word ”STAB” had appadred in a.dchtmn 1;0‘ the syilables “BRA”, “CH”
{(TU)) and (‘MEE’! B

A count was made of the EnumBer of Ieﬁters which: separa,tbd the “ C” from the “H”, the “H”
from the “T”, and the “T’’dfrom the "U” #m “CHTU’’." This gave 145, 78, and 21 letters, Tespec-
tively. The latter was divisible by 7, the 76 was one short of-a spven fagtor and the 145 two
short. The columns were probably 7 letters in length. There were 152 letters in the mes-
sage which would give 20 columns of 7 lqtters in Iength and 2.of 6, Th;s would account for
the discrepancy of two a,nd one in the count between ¥ C’” and “H”’ and “T”,

These deductions were soon afterwards confirmed. ~The 'wdrd “STAB” was a word of
frequent occurrence in the sighature ‘‘GENERAL STAB POLITIR BERLIN," with which we were
familiar. This enabled us. to reconstrict the .éntire rectangle. BN

164 5 1221114!18 3!9137&)1061218[552:9 17
OBERSTLEUTNANTFREIHERR
VDERGOLTZUNDMAJORGRAFJ
OLFSMEELTREFFENMITSTAB
ANACHTUNDZWANZIGSTENJU
LIINBRAILAEINFAHRENWEI”°_'@Aw
‘TERNAGHTIFLISPuxKTGENEQd;@Tﬁf
RALSTABROLITIKBERLIN- m-;fw

The cipher was a s1mp1e columnar transposmoﬂ The message rehd when translated:
“Lieut. Colonel Baron von der Goltz and Major Count Graf Jolfsmeal, with, staff, will

-arrive.in Braila on July 28th;. they will then qontmua theur Journey te Tlﬂls .General: Sta,ﬁ

Pohtlcal Section,. Berlin.”.
: The key once. solved by the reconstructlon of tl;m tra,nsposmqn m the, pne “Alach1”
second messa,ge should be decipherable by the applicatior of the same key. ' Lo

ot » : "1646122111421’183191312(11091‘)18152517 "‘={?’: L
URTERNBAIMRLEDKNELOIHE . @ -
e Y ATEHHSRSNEDSL O SN Pk
ff“;.y‘RTBNGFGENEAORAEEx
. .EUOTGTPINDRCECATL
NETIMFRHDEROGRGNN ) 5
ISEXSTISEGONEAWQPLTEREQA
DATNDENNNXEZZEREOIUITG =~ -7 . .
HUIFIBRRODAEVSEHREETITOV - . i°
NCIMEZEHMNTNUKTEENRAME = =
EEQUIUHANGGRIFGEIHUWRO O
MPLMRSLCERNXETHSHTIAIX
VCNADREEROCNEXXNFSANNTI
BU

kS

-

EDR
XSA
NFI
BR.C,

N:I:mm
F”*%P

This operation was now repeated. The message was written under the same series of
numbers, reading from the first horizontal line of the first transposition and writing the letters
in succession vertically down the columns in numerical order from 1 to 22.

68652—35——3
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16 4 5 1 22 11 14:21 8 3 190 13 7 20 10 6 132 18 15 2 9 17
ZUFUENFVIEREINSXANHEER
ESGRXEICHHORNXISTGEDRA
HTETXABNAHMEDESANGEKOM
MENENTRANSPORTESDRINGE
NDERFORDERLICHXWEITERE
TRANSPORTSMUESSENFOLGE
NSOBALDEINRICHTUNGVONRQ
UARANTAENESTATIONENINU
KRAINEERFOLGTISTXICHBI
TTEMIRVORSCHLAEGEHIERU
EBERBESCHLEUNIGTZUMACH
ENXLUDENDORFFXOPZWEIXA

NG

"ZU FUENF VIER EINS. AN HEERES GR. EICHHORN IST GEDRAHTET
ABNAHME DES ANGEKOMMENEN TRANSPORTES DRINGEND ERFORDERLICH. WEITERE
TRANSPORTS MUESSEN FOLGEN SOBALD EINRICHTUNG VON QUARANTAENE
STATIONEN IN UKRAINE ERFOLGT IST. ICH BITTE MIR VORSCHLAEGE HIERUEBER
BESCHLEUNJGT ZU MACHEN. LUDENDORFF 0 P ZWEI ANG."

When translated:

‘“Referting to no. 541." Army Group Eiclhorn has been advised by wire that the unloadmg
of the transport which has arrived is urgently necessary. Further transports must follow
as 800N ‘s arrangernent of quarantihe stations in Ukraine is made. Please expedite suggestions
to me in regard to-this. 'Ludendorff. - O P 2 ANG.” -

The ““Alachi” wes & double tra.nspos1t1on Every deduction which had been made had
proved correct.

Until the day -of the armmt,lce a.nd for some few da.ys afterwards the ““Alachi” double
transposition cipher continued tp pass between Berlin and the East. Although it was never
possible to anagram any two messages gince no messages were ever found identical in length,
yet on more than this onie occa,smn after having solved the key from a single operation of the
transposition, it was possible to read all other messages for the same day without further
experimentation by thé mere double application of the solved key. '

It was never the Berlin opeérator who was guilty of this error, but always the encipherer
from one of the numerous smaller stations at Poti, Nicolaiev, Constantinople, or Sebastopol
located in the area of the Black Ses. v

The encipherer at Constantinople was probably indifferent enough to comsider that a
single transposition was suﬂicient for security.
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IIl. THE ADFGVX CIPHER - (WESTERN FRONT)

This cipher which combined the use of transposition and substitution methods, was probably
one of the most intricate and most widely used systems of cipher ever employed by the Germans
in the course of their military operations from 1914 to 1918, The system first sprang into use
on March 1, 1918, 3 weeks before the initial spring drive of the Germans. Its appearance was
almost coincident with that of a number of new codes and ciphers such as the Trinumeral
Code, which suddenly came into existence at this time. At first, only 5 letters were used in
this cipher A, D, F, G, and X. These letters formed the radicals of a square which contained
the letters of the alphabet with J omitted. Twenty-five 2-letter combinations were possible
with these 5 letters. The digraphs thus formed such as AA, AD, AF, AG, AX, etc., were substitu-
tions for the various letters of the alphabet. After the substitution had been effected, the letters
were then subjected to a simple columnar transposition. The keys were found to change daily.

The number of messages which were intercepted in the cipher varied from 25 a day upon
the inception of the system to as great a number as 148 during the last days of May.

The first solution of a key in this cipher was made by Capt. George Painvin of the French
Cipher Bureau on April 6 and was the key for messages of the 1st of April.

The cipher continued to be extensively used as late as the last offensive operations of the
Germans in.June. From that time until the conclusion of the armistice, the volume of messages
diminished very considerably. Although only 10 keys covering & period of 10 days were ever
solved the proportion of the messages which were. deciphered by means of these keys was about
50 percent of the total number of messages which were ever received. This was true because
of the fact that the keys which were solved, were those for days on which the greatest number
of messages were received. ;

The cipher was used by the Germans in theu' communications between lngher hea.dquarters,
principally, between the headquarters of divisions and army corps.

Much valuable information was contained in these ciphers. On one occasion, the solution
of a key was accomplished so rapidly by the French that it was possible for an important
movement which the Germans had given notice of in an order enmphered by this system, to
be completely frustrated.

On June 1, the additional letter ‘“V’’ was added to the other five. By the use of this addi-
tional radical, a total of 6, ADFGVX, a rectangle 6 by 6 was substituted for the 5 by 5 square
which permitted the additional substitution of the numbers 0 to' 9 and the letter J which had
previously been omitted from the square.

On account of the fact that this cipher was used principally by army corps in the com-

munication of orders and directions for an advance, it became possible to forecast the approx-.

imate time of some of the later German offensives of the spring and summer of 1918 from an
activity chart of the cipher. Several days prior to an operation the volume of messages which
were intercepted always increased noticeably above the normal.
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IV. THE ADFGVX CIPHER (EASTERN FRONT)

" Inithe month of July 1918, this cipher, which had formerly been used exclusively on the
Western Front, began to be employed for the first time by Berlin in communication with the
German occupied territories of Russia, the station OSM (Constantinople), and the German
controlied Black-Ses ports, Sebastopol, Nicolaiev, Poti, and other stations in the vicinity of the
region.. The ounly difference in the similarity 'of this cipher with that which was used on the
Western Front was the preamble of the messagés. Those which were sent to the eastern theater
of war were distinguished by the prefatory word “RICHI” from the western ADFGVX mes-
sages, which were prefaced by “CHI.* .

The keys of the westérn ADFGVX messages: cha.nged daily ; those of the eastern, the RICHI
messages, had a life at first of 2 days and beginning September 1, they commenced to run in

3-day oycles A total of 17 keys, covering a total of 44 days was solved in this cipher from its
beginning in July to the end of November.

The first few messa.ges which were solved, in August, contained mformatlon that was of
little value. That is often the surprise which a cipher holds in store. Ciphers which prove a
puzzle for weeks and months oftentimes when solved contain nothing more than a barreh sum-
mary of statistics of station call signs or reports of wireless traffic. One of the most important
messages which was solved by the cipher section was encipbered by simple substitution methods.

- From the time of the:debacle of Bulgaria and Turkey, until a fow weeks after the conclusion
of the armistice, the content of the solved messages increased in importance. - On November 2,
the key for November 2 and 3 was successfully solved within a period of an hour and a hslf by
the method which similar endings in two messages makes possible, and which is described in one

of the enclosed notes. A message in 13 parts which was deciphered by means of this key
contained the entire plans by which General Mackensen proposed to retreat from Rumania.

{
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V. MISCELLANEOUS NOTES

The following notes on the solution of the ADFGVX and other clphers are appended:
. Known solutions for the ADFGVX cipher.
. Note on “RICHI” ADFG@VX Cipher: Messages for the month. of September.
Note on “RICHI”’ ADFGVX Cipher: The “exact factor" method of solution.
Note on “RICHI” ADFGVX Cipher: Solution of key of Oectober 28, 29, 30, 31.
Note on “RICHI” ADFGVX Cipher: Solution of key of November 1,2,3.
. Special note on “RICHI” ADFGVX Cipher.
Note by First Lt. H. C. Skmner, M.LD:: “Reconstructzon of an incomplete ADFGVX
message.”’
8. Note on ADFGVX Clphel: (W estern Front): Solutlon of key of October 8.
9. Special report on the double transposition cipher. :
10. Special report on ciphers.
11. Translation of a captured German document: ‘Instructions for Grill Ciphers.”.
12. Note by First Lt. William F. Friedman, M.I.D.: “A mechanical method for determmmg
the key for the transposition in ADFGVX Ciphers, given two messages w1th similar endmgs

No o wor

1. ENOWN SOLUTIONS FOR THE ADFGVX CIPHER

(A) SOLUTION BY SIMILAR BEGINNINGS

The first step in this solution is to 1dentify the number of columns employed in the trans-
position by the comparison of two messages whose text begins the same and runs so over two

or more lines of transposition.
To understand how this is done, let us study first, two specimen messages whose begmnmgs
are the same and which have been enciphered and transposed without however destroying the

identity Wlnch originally characterized them: v
No.1. "150 TAUSEND R PATRONEN MOEGLICHT GEGUERTET"

, No.2. "150 TAUSEND S PATRONEN EMPFANGEN"
Effecting the cipher substitution according to the following key:
A F G V

X< @ m U B
olr|le|w|xz

@lrjac|{w|lolalo
HioH N R =
Alv|jun|lolxlo
clojm|{x|n|=
~lv|w{<]o|z|X

|
|
,
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and the following transposition, the messages are written out thus:
8 11 8 18 3 10 4 15:7 9 14 16 17 2 12 1 6 13
No.l. XXADGAXGVAGDGGGVAX
AGDGFADGVXVAXGFADD
AXGVAXDFDDGVXDVDXF
XVDAXGDGXDGVXDGDGYV
FAXGGVXGDG

No. 2. XXADGAXGVAGDGGGVAX.
AGDGGGDGVXVAXGFADD
AXGVAXGVDFVXF‘DVAAX
XDGVAX '

It will be noticed that as they stand the first, all but two letters of the second horizontal
lines and a part of the third are identical in the two messages.

Beginning with column 1’ and reading down the successive columns in numerical order the
messages are then communicated as follows:

12 H 40 - DJL v DFM ~ CHI-82 ,

VADDG GDDGF AXGXD DDXXA AXFAD XGVVD
XDADG DXAXD DGAAX GVXGX VAGFV GXDFV
GVGGG GFGGD AVVGX XXDGV AG

12 H 40 — DJL v DFM - CHI-60 . ’
VAAGG DGGAA XDGXA AXADA VVDAD GGAXF
AGXXX GXDGF VXDXG VVGGV DAXGX FDGVYV

They are now in the form in which intercepted. ‘
I It will be noticed that in these messages the first two letters VA are identical. Now the
1‘ first message (CHI—82) is longer by 22 than the second (CHI-60). Then we shall look for a
longer interval in the first separating the letters which are the same as those in the second.
Suppose we divide the two messages roughly by 20, as the columnar transposition usually em-
’| ployed runs between 16-21. In that case if we count four in the first message we find GGD and
l{i‘i“ if we count three in the second we also find GGD. To check this let us see if the letter preceding
t]‘ GGD is identical in the two messages. It is not. Therefore, we take for the point of division
| VADD—GGD, etc., in the one message and VAA-GGD, etc., in the other.
1‘ | Continuing from the points of division, we count four as before in the first message and find
| GFA, and counting three in the second message we find GGA. Here the second letter is not the
same in both cases but the first is identical and so also the third. We are safe in assuming then
that the second letter in one case may be an error and that we have again three letters which are
identical. However, a new difficulty confronts us. The letter preceding GFA and GGA is in
both cases D. Are we to include this in the series with GFA and GGA?

One of two courses is open to us. Either we can count a multiple of our factor 4 in the one
message and a multiple of 3 in the other and leave this doubtful division for the present, or we can
‘ begin from the ends of the messages and work backwards.
| Suppose for the moment we choose the latter course. Counting backwards four in the first
{E message, we reach GV, and in the second, GV. But we are confronted here again with the diffi-
‘ - culty we have just left. There is another letter D which precedes GV in both messages. Are we
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to include it or not? Since we are unable then, to overcome our diffipulties here as before, let us

choose the alternative method as eutlined abové dnd instead of ceunting four from the end in
the first message, we shall count eight, and instead of three in the second, six. , This count gives
us in the first message XXX, etc., and in the second XFD, etec. -Again in both cases a G precedes
the X. Shall we include it? First let us multiply our count and count far the sake of further
check, 12 in the first message and 9 in the second. We have AVV, etc., in the first message and
AXG in the second. Again the letter D. preceding is common to both. Let us include this D
then in our division and we have DAV, etc., and DAX, etc. Counting four forward from DAVV,
we strike the next division at GXXX and in the second mesaage after counting: three our division
corresponding GXP. = Again counting forwardfourin the first message we atmke  the mext division
between X and D in the one message and F and D in the other. There remam, a,t the end oi the
first message, 5 letters and at the end of thesepond 4. ... « .1.» . : e

We are enabled now, therefore, to conclude that the cplymm Qf the ﬁm meeqage are of 4
and 5 letters in length and the second of 3 and 4 letgera. . Sl A

We return now to the beginning of the message and we ha.ve no. hesmtlon in mahng our

divisions ,
CHI.-82, &___Q__ kG D D. lg F A etc. A
CHI.-60. LV_AA g ¢D lgGAetc '

since we know now that the third dfmsxon cannot mcl%ude a D, as that won]d restrict the second

division of the second message to two letters and: that is manifestly impossible since the col-

umns have been proven to be 4 and 5 letters in length in the one message and 3 and 4 in the other.
We now have the messages divided thus: \ ,

CHI-82

k-
0 »

R b
MADDIC GDDIGF AXGKXD DDX[XKA AXF GMVD
XDADG DXAXD DGAAX GVIXGX VAGFYV GXDFV
VGGl GFGGR AVVIEX XXDPGV AG

CHI-60 ’ o '
MAAGG DGGAA KDGXA AXADA WYDAD GGAXF
MGXXK GXDIGF VKDX|§ VVEGV. DAXGX FRGVV
Having completed our divisions along these lines, we now write the messages in vertical
columns, beginning a new column with each new division,

¢

89m111218141510‘l718

xngpxszGvav_

GXDDGVGVGGVXA
| DXGVaA G G
CHI-60. VGGXXAVAAAXGXGGD QD
ADYDXGGFDVYGAZXG
DAGAAQQFXXVXVVK?!
X. ¢ xp . ¥
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Some-of these columns are found «to be longer: than others; these are columns which will
take positions to the left. - The long ¢olumns which are common to the two messa,ges will fall to
the extreme left, followed by the remaining long columns,

- It will be noticed that in both set-ups all of the letters of the ﬁrst hne are 1denmcal all but
2 of the second and 9 of the third. The two in the second which ate not the same may bs ac-
¢epted as telegraphic errors. - Tlie nine letters of the third line which are identical and which
are not in the long columns will be pluoed na,turally on: the left and will take precedence after: the
long eolumns have been placed,

The bteps then would be as- follows RN : :

(1) The placmg of the long- columns commion. vb‘o both messa,ges 3——5——8—10—1 1——18 on
the extreme léft: - i :

~ (2) The pla,cmg of the long: columns remsmmg, 4~—»7—-9~—15 after these :
- (8) Following ‘these the eolumns! 212, : RS

(4) After these the remammg s1x, 1—»6*13-——14——16—17»

"+ The eolithns will-then stand: :

3 5 8 10 11.,181 4 7 9_15 2 12. 1‘ 6 13 14 16 17
CHI-82. GXAAXD XVAG €G YAXGDG
FADAGG DVXG GF ADDVAX
“AAGXXY DDDF DY DXFGVX
XXDbGVA DXDG DG DGVGVX
"GFXVAG XDGG SR :
CHI—60. GXAAXD XVAG GG VAXGDG
GADGGG DVXG GF ADDVAX
: AAGXXY GDFV DV AAXVXF
AXGXDUYV. » .

We are reasonably certain that these columns will be found to fall within the limits indicated.

Having completed, then, the determination of the number of columns and their relative
positions our next task is to .ascertain their exact posmons by a study of dlgraphlc frequenmes

Bﬁgmmng with" the left hand group column 3 is selected and placed against 5;°8, 10,
11, 18 in tiurn and freqhencies made of the digraphs in the vertical column. - For this purpose
all imessages which factor evenly for 18 and also those which run 4X18+10 as the CHI-82
end 3X18+6 as the CHI-60 are selected.

Having made these frequencies we next choose a column from the series 4—7—9—15
and match it with the three others and make frequencies of the digraphs resulting.

We have now to match each of these three frequencies with the five previously made in
the series 3-—5—8—10—11~18. Having found two pairs whose frequencies compare favorably
we assume these as correctly matched and with these as a basis for our frequency the operation
is repeated for each of the other columns until all have been successfully paired.

Having paired all columns the next step is to place the pairs in their proper position.
For this purpose messages which;factor 2 over 18 are selected and are put up in turn with each
of the three pairs (3-5, 8-10, 11-18, assuming that these are the proper pairs) placed successively
on the left. Suppose for instance that when thei‘paiir 3—5 is placed as the first pair on the left
the frequency of -the digraphs in the- messages in which it is thus placed, gives us a frequency
which compares most fa,vora,b]y w1th our ongmal table of fl:equency

! Reference to the known key will show that thm is not correct _The letters D and V which are common

to these two columns in both messages are not part of thé ldentxcaI beginnings and hence may be accidental
repetitions.—Editor's Note.
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This pair is then assumed as correctly placed and the operamon is repeated with messages
which factor 4 over 18.

A somewhat less ‘accurate method in' case there are no messages of this descrlptlon to be
found, is to attempt to place the columns with reference to the pair representmg H which
would most usually follow the pair representing C. This method however is best adapted to
use when one or more pairs have been correctIy placed

B. SOLUTION BY ‘EXACT FACTOR" METHOD

This solution depends, not upon  two messages whose beginnings are identical but upon
finding enough messages, which factor precisely for the number of columns employed.

For instance, on June 3, the key of which was determined by this method there were
11 messages found which factored for 18. The number of columns was then assumed to be 18
and having made frequencies of these columns and compared them amongst themselves, this
supposition was confirmed.

Work from this point proceeded along the lines indicated in solution A. Further de-
tails will be found on pages 26 to 29 below.

C. BOLUTION BY SIMILAR ENDINGS

It will be convenient to describe this method by quotmg from a report rendered by the
w iter on August 13, 1918.

Report to Major Moorman: Avgust 13, 1918.

In accordance with instructions I proceeded ﬁrst to Paris, where I acquainted Captain
Painvin with what I had done on the ADFGVX. We talked over in detail the result of my
solution and he suggested that in the final placing of pairs in position it would be convenient
to determine their position after the position of the first pair had been determined by tables
of suffixes which would show up any CH combination. He seemed very much interested in
what I had written him of the apparent weekly rotation in the length of the transposition key,
and in the face of the three comcldencesrof keys falling at intervals of 7 days, was inclined to
accept it.

Since June 1, Captain Painvin has developed two new solutions of the cipher, one of
which, however, is a combination of his old solution of ‘“‘cutting’’ similar beginnings with his
latest method. '

The following two messages were sent on June 1 by the same station:

(1)  "14 ID XX OBERBEFEHLSHABER KOMMT NICHT NACH SELENS 7 A K"
Translation: ““14th Infantry Division: Commander-in-Chief is not coming to Selens. 7 A K”
(@) "211 ID XX OBERBEFEHLSHABER KOMMT NICHT NACH SELENS 7 A K"

Translation: ‘“211th Infantry Division: Commander-in-Chief is not coming to Selens. 7 A K”

NEUFCHATEL.
7 H 9 - DAX v GGI - 0005 - CHI 106
CAFFA FVAACGA, v z CX XKVFXD XKXXAA[VXVDX

FADFD F/JAXAD DI[GGAX X XGXV GRPFXV AXGFV
Al AXF G X FXVD A ADXX XIDAXA A |GAXV A FDGG

XIIF‘GGG Fl DAAX DI XAGX F

68652--35—4
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CHALONS
7 H 41 DID v GGI — 0055 ~ CHI 108

GGAXX DXXAA BMXADD [V AGXE]DAXAAI XDAAX

D VXVD XFl XKGF VAMEXGX VG FVa

PAADX XX GAX VA FXV DAVIFD GGX VD FDFDF

AG FGG GF IGAF

XVA XV FXD AV chgx Foy

618751721410159131211248

VDAXGFFXAGAGXXXA
ADXAVXGDGL{AAGVX

19 3 11 20 18

FADDF
GVFAD

GFXAG

XFXXAVXXAFFGFFA
DADA

DVXXGFXVXD

GGVXG

VA
G

XAFAAGAGXXXAFADD

FXADX

F

XVVDVDGFFXAGAGVX

XAFAD

DFXADXAVXGDGXAAG

VXGVF

ADVXFXXAVXXAFFGTF

FAGFX

AGDADAVADVXXGFXV

XDGGYV

XGXAFAAGAGXXXAFADDFXA

DXF

It will be noticed that when the messages have been set up and transposed we may expect
to have two messages which are practically identical but whose identities we shall have to

look for in different parts of the two messages.

If we take the two messages as they are intercepted and take the last 5 letters of message
(2), AXFGX, this same series is found in the body of message (1).
we take the 5 letters preceding AXFGX in-(2) and identify and mark off these same 5 letters
in (1), AVFGX. Continuing this we soon have all the positions identified in the 2 messages
with the exception of 2 letters, the 2 letters in the message of 108 letters which are in excess

of 106.

(1) CHI - 106 ®
GAFFA FVAAG AVFGX XVFXD
FADFD FAXAD DGGAX XXGXV

A]AXFG XFXVD AADXX XDAXA

XF‘GGG F'DAAX DXAGX F

(2) CHI - 108

GGAXX DXXAA AXADD VAGXF
DVXVD XFXGF VAXGX VGFVA
FAADX XXGAX VAFXV DAVFD

XVAxV’ﬁanVfcx X FGX
. L—ﬁ—~JLvW—J

XXXAA

GDFXV
AGAXV

DAXAA
AGFGG
GGXVD

Marking off this part

VXVDX
AXGFYV
AFDGG

XDAAX

GFGAF

FDFDF
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Writing these messages then, as follows: .

7 8 9 10 11 12 13 14

1 2 3 4 5 [ . 15 16 - 17 18 19 20 21
(WDGFAXX V AAGXDXAF A D GFFDX
AVVVX X DXGGFGXX D A ADGAA
FAFFX V FAAXXFFV X X XGGAG
FAGXA DDDXVVVGD X A VGGXX
AGXDA X FDXGAAXA X A AXFDF
F
2)GDAVD (X)) VXXFFGAG F (V) VDX AA
" GXXAA D XGGVGADA X F DFVVX
AXAGX A VFXAGFXX VD FXFFF
XADXA A DVVAGFXV D G DVXGG
XADFA X XAGGFAXA A G FADXX
D F (V) X

we find that in (1), column 6, as the only long column, fixes itself on the extremse left. Hence
this disposes of the extra X between columns 5 and 6, as 6 must be a long column in (2) also
and therefore will be included in column 6. The extra V between column 15-16 must re-
main unsettled as yet, as there is nothing to indicate whether it belongs with 15 or 16.

Rearranging our columns therefore we shall have column 6 on the extreme left.

Now, before proceeding further we should speculate as to what sort of phenomena we
have to deal with. For one thing it will be observed that there are five columns whose initial
letters do not agree. 5, 7, 18, 20, 21 in (1), and 2, 4, 6, 16, 17 in (2).

Assuming that one of these is a telegraphic error, what we have is probably 2 digraphs
which represent an address, and 2 identical messages have been sent to 2 different stations with
the difference of only 2 letters in the address.

Aligning the column 6 on the left therefore we shall have to choose for the next column
from either columns 7 and 15 or 16 and following this from amongst those columns whose
initial letters are not in agreement.

Now since the messages will end the same, and as (1) ends with F, column 7 as it ends
with F, must be placed the third from the left in (2). We have then only to detemnne whether
15 or 16 is a long column to decide which column falls between 6 and 7. If 15 is chosen we
should have the digraph VF ending message (2). Since F in (1) is on the extreme left, the V
which should accompany it in case this supposmon is correct, should be found and placed on
the extreme right. But there is nowhere in the fifth honzontal line of (1) a V. Hence we must
accept 16 as the long column which falls between 6-7 and which gives us an XF as ending mes-
sage (2). An X is sought for in the ﬁfth hotizontal line of (1) to complete the similar digraph
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XF in (2). As there are several we return to (2) and find that reading vertically upwards we
G _
G}in column 16 in (2). Thus:
X M v

have

8 7,

Y]

HIHM OS] K<

v

F

D
(G)
(G)
(X)

@)

OliX|beie|O|
M M| Ol <

G D
G| unites with {X
X F

G
in (2) so also ought a{G
X

As

to be found in one of the columns in (1)

D
Xtin (1).

which when placed on the extreme right will unite also with

This is found in column 18 and this column is placed on the extreme right and the process
repeated until all the columns thus fall correctly into place. (For another example of this
method, see “Note on ‘Richi’ ADFGVX cipher: Solution of October 28, 29, 30, 31”, p. 29.)
~_ While Workmg with Captain Painvin he gave me access to the volummous qua.ntlty of
clpher notes which he has accumulated since 1914. I interested myself principally in double
transposmon gs this is the method frequently employed by the Germans between Berlin and
Constantmople, the East and Russia.

. From Paris I p‘roceeded to London where I reported to Colonel Slocum and put myself
in touch with Major Hay. He immediately put me in the hands of Captain Brooke-Hunt,
who has been working at ciphers in the East for 2 years and who has recently come to London.
I found him working on the ADFGVX messages, particularly those which pass between Berlin
and Constantinople. He was also working on the von Kress double transposition messages, 8o
many of which have been received here recently. In the case of a double transposition the
only possible method of solution is to find two or more messages which are equal in length and,
writing them under each other, attempt to -anagram them. For example, if after writing
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two messages, one under the other we- found on euttmg tzhem into . oelnmas, a column as
follows: ,
E : SRR

we should look for a column with an H and an N or R to form two digraphs.

CH
BN

Such & method as this is of course greatly simplified with the addition of more messages.
Having anagrammed the messages the method employed may then be reconstructed.
The double transposition is effected by transposing a message according to a simple trans-
position key.
A message:
“Forty-sixth Infantry Division: Objective for tomorrow Montxgny
would be written out according to the key.

4 1 86 2 3 8 7 8 11 9 1¢
FORTYSIXTHX
INFANTRYDIV
ISIONXOBJEC
TIVEFORTOMO
RROWMONTIGN

YXXO0SM

The dummy letters or signature OSM will now be added! and the message transposed as
follows, according to the same key:

4 1 5 2 3 8 7 6 1 9
ONSIRXTAOE
OYNNFMSFIIT
RYRFIVOXXYBRB
TTIRORNSTXO
OMHIEMNMGXVCO
NTDJOTI

reading down the columns 1—11 in order and writing out horizontally

The message would now be sent NYYTM TINFR etc.. .

In solving, the process is reversed. After anagramming and havmg dlscovered the dummy
letters we are enabled to determine by the position of the dummy letter in. the text after some
experimentation the position of the columns under which they fall and whether long or short
columns. Having determined this we have t,he letters in the columns fixed.in both transposi-
tions, and by a process of trying and fitting the whole system is built up.

1 The writer was certainly in error in regard to when the dummy letters were added, if such dddition took
place. A memorandum by Capt. Brooke-Hunt (referred to on p. 22) shows that the dummy letter (or letters)
were added to the end of the second transposition rectangle. This makes a very important difference. However,
the double transposition ciphers solved during the time of A. E. F. participation in the World War failed to
contain any eases in which dummy letters were added, either at the end of the first or the second transposition
rectangle. See also, in this connection the quoted statement on p. 47.—W. F. F.
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I have also discovered while in Liondon that a-¢ipher intercepted some time ago by us passing
between the Turkish Embassies in Berlin and Madrid was enciphered in Turkish and not in
French as we had supposed. The British have a cipher man who is acquainted with Turkish
and I suggest that any such messages intercepted here should be turned over to them as we have
at present no one with a knowledge of Turkleh in our office. = .

Captain Brooke-Hunt was attempting his solution of ADFGVX along the hnes first laid
down by Captain Painvin: That of finding two identical beginnings and failing that, along the
lines by which I arrived at a solution, of looking for this identity within the body of the messages,
having once determined the length of transposition. Since leaving London we have received a
solution from him whmh indicates from the contents of the messages solved that his solutlon was
accomplished along these lines.

Captain Painvin and Captain Brooke-Hunt both agreed that as yet no general method had
been evolved and that solution must depend as it has in the past upon constant study and experi-
mentation with new ideas and methods.!

From Major Hay I learned that work was continuing on the FLG in his office and that his
study has revealed three FLG codes instead of the original assumption of one. Solution of the
whole is dependent upon the arrival of certaint maps which ‘will give the names of towns and geo-
graphical points already located Ma]or th exPects to be able to send us these solutions
shortly.

‘While in London I arranged to have a copy of al clpher keys solved there forwarded to us
and promised in return that we should send them any solutions we made.

At British G.H.Q., I found that. very little clpher work was done there, as they depended
more or less upon their office in London for this. ' The man who had been working on cipher
was absent but I spent my time instructing theé man to whom they had ass1gned this work in
what I knew, particularly of ADFGVX. = |

The British acknowledge that they have ha(l dlﬂiculty with the German 3—1etter cod.es,
both on account of the increasing complexity of the German code methods and also from the
small quantity of text received. There was one code which was, however, proceeding very
satisfactorily.

I learned of several matters in connection with fheir handlmg of codes which I shall briefly
outline and to illustrate which I submit three memoranda given me by them.

1. This is the form in which information obtained from decoded messages is submitted to
the proper authorities. This form, for example, excludes practice messages or other information
which can be of interest to no one but the partids to whom tlie messages are addressed.

2. Thisis a map issued daily, showing in a visuslized form the position of stations in divisions
in the region which a particular code may mclude z;,nd mdlcates also stations which have been in
communication with one another.

3. Captain Hitchins informed me'that he had fddnd thet it was imperative that a check be
kept upon the work of éolutlon done at the armies, Each day each army sends to him a form such
as this containing all solutlons made and any Suggestlons as to other possible values. These are
then checke@ up by the men‘in charge of the ¢ddes affected. While 4t G.H.Q., I visited the
Second and ' Fifth British Armies with 6ne of Captain Hitchins’ officers who mshed to correct the
careless work which these forms were bnngmg to light.

While at British G.H.Q., a message in the KRUSA Code was received in blocks of five letters,
sent as such obviously to resemblé cigher. Such practice may be looked for in our own work.

11t i¢ a strange and intéresting fiet that no gendralikolution for this cipher system was evolved by the
cryptanalytio services of any of the Allieb during the World War, despite almost a full year's conceritrated study
See 8. I. 8. Technical Paper 4 General Solution for the ADFGVX Cipher System.—W, F. F.
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Returning to Paris I found that in iny absence'Captain Painvin had solved one of the mes- -

sages passing between Eichhorn and Berlin and ‘also one from von Kress, the latter a simple
transposition. This was the ofily message, hewever, which yielded to a simple transposition
and that this was not their general practice is indicated in the decipherment of one of the
ADFGVX messages sent to Tiftis which reads:

“The cipher method prepared by General von Kress was solved here at once. Its further
use by OP is forbidden. ' ALACHI method, is onlly to be used in cases which employ the ‘divid-
ing system’ (in ciphers). For other cases, the new ITOCHI method, with dividing system, has
been on the way to Kress since July 18. New instructions regarding double transposition are
shown.—Wireless Section, General Staff.”” . (Berlin.) :

2. NOTE ON “RICHI’” ADFGVX CIPHER ‘
(Employed between Berlin and the Black Sea ares)

MESSAGES FOR THE MONTH OF SEPTEMBER

A study of the RICHI messages for the month of September indicates the following facts:

(a) The same key was employed for a period of 3 successive days beginning September 1, 2,
and 3, and the keys ran in cycles of three throughout the month: 4, 5, 6; 7, 8, 9; 10, 11, 12;
13,14,15; 16,17, 18; 19, 20, 21; 22, 23, 24; 25, 26, 27; 28, 29, 30—a total of 10 keys for the month.

(b) A study of messages previously solved indicates that the length of the transposition key
may be determined by excluding all numbers between 15-22, inclusive, for which messages sent
by LP may be factored (LP has never been known to send a filled-up rectangle), and isolating
from those numbers which remain the number for which the majority of messages sent by NKJ
may be factored. (NKJ in contradistinction to LP makes a practice of filling up the rectangle
when the enciphered message falls 2, 3, or 4 digraphs short of the end.)

(¢) Previous study of the messages for September 13, 14, 15 had indicated that the length of
transposition key was 22 and also that the key for the series of September 10, 11, 12 was 21.
Work has also shown that the transposition key for September 19, 20, 21 is 22.° We have here,
therefore, a recurrence of the transposition key, 22 separated by a space of 3 days, September
16, 17, 18. 'This would indicate the use of two transposition lengths 21 and 22 recurring alter-
nately over a 3-day period. -

If the messages of LP and NKJ are checked 1t will be found if the series is arranged as follows:

1 ' 16
2}22 12}21
3 1

4 19
2}21 20}22 .
21 '
7
8}22 }21
9
10
11}21 }22
12
13 28
14}22 29}21
15 30

|
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that in not one of these series in which the trapsposition length js assumed has LP made use of
an exact rectangle of that length, and, further,;that so far as the material at-hand is eongerned,
the majority of the messages of NKJ which fa(:tor on those days indieates the factor whieh we
have asgumed.

Enough material is not yet at hand to postulate any theones of the practlce for October,
but so far it would seem that the key continues to run for a period of 3 days, October 1, 2, and 3,
and that it is likely that two different factors have been- substltubed for 21 and 22.

OcrosEr 6, 1918,
3. NOTE ON “RICEI” ADFGVX CIPHER

THE “EXACT FACTOR"” METHOD OF SOLUTION

In partial confirmation of our note of October 6 (see prekus note), the key for September
19, 20, 21 has been solved and the supposition established that the key was not only the same
for the 3 days, but that the length of the transposition was 22,

The method employed in solution was the same as the one with which we succeeded in
solving the Western Front ADFGVX messages of June 3.

A count of the letters of the messages for September 20 and 21 had indicated that the
same key was employed on both days. In confirmation, the factor 22 appeared to predominate
in the messages of NKJ for both days. The messages for September 19 were examined next,
and a count of the letters also indicated that these messages had been enciphered by the same
key as those of September 20 and 21. In the order of frequency the letters for the 3 days were
as follows: ' ’ .

September 19 F X GD A V

September 20 X F G D V A
September 21 G X FD V A

As on the 20th and 21st, 22 was again the predominant factor.

There were 7 messages for the 3 days which factored for 22. When set up in vertical
columns, there were 61 horizontal h.nes from which to make frequencms for the pamng of the
columups.

The frequencies were made by setting column 1 against the remaining 21 columns in suc-
cession, and following this, the operation was'repeated with column 2, and so on throughout
the 21 columns. Column 1 was easily matched with 13, and 12 With 2, and from these 2
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1 .
! pairs the prominent digraphs; FG, XD, XF XX ‘were'identified as-common’ toboth pais and ;
j thus capable of being used as a test; for other pairs. A final frequency of pairs was as follows: :
| 1—13 } 12—2 | 515 | 816 | 21—8 | 7—20 | 11—12| 14—4 | 3—17 | 9—18 | 10—19 §
: L e il
: I IR ; il
‘ j AA |/l R A R i 1 / / T/ . ;
: D |/ / / T / ) : , i
g F / : S / I 3
* G B / / / I - i
v 11 / A {
DA / A =]
D |/ A VAT S R /A b A A A !1
| Folgnopn i ] / o\ £ |
3 G /i M\ | 1l M m | 1!
v |/ i il I/ N VA I - 11 i / i
‘ X |/ / /- / / / 2 i
, FA |/l " ) i i/ / 1 Wi
D / / I . / 1‘
' F oAl S R e RV | : ' I
IR AR N TR R A T gV e | i
v ol v i / HeoV U RO T M |
X M i " # ooy " Hn i
| GA Il / R e | |
‘ R N A N | e N/ RN I/ /S ) i
F N 1l I MW N i / i ! i |
</ I/ A R /S S " i l
AR N N/ 1 { o IR/ Il / :
X o/ / " ro 11/ / " / / I
VA |/ o R |/ / / ‘.
D N N N/ AT I / / / I i
CF O it 1 T [/ I
< / , o - _ Y S Y
v m 1 /AR Y/ t A / I
x |/ ; " m i VAN WA V) R/ i
- XA : o AT IV O I /AR I S SR (/) l
oD Ly N/ D/ /R B/ R T/ S N/
\ F | N 7/ /YY), YR ) Y S | :
@ / : /i ) ' /P A N A Y/} ‘
v |/ [ I N/ SR NN ,
X | a i FIN R AR R N |
¢ : C {
L I
4 K i
) L
{ -
i : i
| | |
i ‘ |
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Az consolidated frequency of the whole was a8 follows:

AA Mrmﬂﬂﬁﬂl/ (D) GA N ()

AD M (5) ' ' CGD WM [ (D)

AF [l @8) ' LGP NN VT IRER NG ()

AG M (T) ' QG MM/ (Z).

AV /(8 : ; GV WM (R,

AX | (Q) o : GX M I (©)

DA W (9 \ VA N/ (W)

DD W MW (K) i VD WM /(T

DF NN (B) L OVE RN (W) |
D G NI IR RN TR () va W/ (P), :
DV MMM (0) V'V NN (M)

DX MW/ (0) Zero \ ; VX MM (L)

FA NG (B ' XA M @

FD [/ (Y) _ XD NIRRT (A)

FF [/ (8 COXT NN 1 (R)

F G RN IS DRIV I IR TR TN DRIV (®) | x@ NN i1 ()

BV NN NN 11 (T XV N/ @)

FX WINMMNI I (8) , XX YR NI IR DRIV ¢ (X)

The greatest dlﬁiculty was expenenced in pairing 3—17, 11—22, and 14—4. In two of
these FG totaled but 7, while FV, an almost unknown digraph, appeared a total of 18 times. ' The
final selection was made after éetting up several messages which fell two short of an even factor
and observing the behavior of the different doubtful pairs. In this manner 3—10, 14—16,
which had been ongmally selected, were discarded; a,nd 3—17, the poorest of the 11 pairs, proved
by elimination.

Early in the work, having established the length of the transposition as 22, two messages,
RICHI-168 and 222, from LP to OSM, were discovered which bore evidence of possessing similar
beginnings over & line or part of a line.. It was almost impossible to attempt to make the correct
cuts in the columns by means of this identity, small as it was, but it seemed evident enough from
the messages when a tentative division was made, that in RICHI-222, 12 and 2 were the long
columns. A substantiation was afforded by setting up RICHI~222 with each of the 11 pairs in
succession on the left, and as 12—2 alone gave XX as a final digraph, which had been previously
identified as X, the position of 12—2 was thus fixed.. ‘After our solution it was proved that the
difficulty of establishing the division of columns by means of the identity. which we-correctly
assumed as existing, had been further complicated by the fact that the identity ran for 14 cipher
letters at the beginning and there ceased, and was resumed after an mterval of two dlgra,phs and
ran over 6 additional letters.

The fact that XX was X, was determined from its frequency which followed almost. parallel
with DG (N) and after having observed that in the last lines of the 7 messages that factored 22,
XX appeared in the same vertical columns, in 5—15 twice and 1—12 three times.

2 3 4 5 6 7 8 9 10111213 14 15 18 17 18 19 20 21 22
FGVDGFGDDFDGFGFGGGGFG

8
F

FDAXFFGGVFGXAXGGDXGXX
GXVDGDGFXFFDDXFXADGVYV
DDXGDDADXDXXXAGDGXGGD
A-XXXVG-VXAGVX-VFVAFX
VXVFDXVDXDVXFFAFGVXXX
GFDFDDVDXFDXXGGXVDDVYVY

S - T I U
NI O~
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Arnanged in proper order the columns fell as follews‘
122 720 1019 113 9—r18 3r 21—-8'
- DF FG DG FG' DG GG FG
GF FG VX VX' GD. DG-- X6
FG DG XD GD FA: XX VG-
XD DG XX XX:DG DD GA
AA VA W FG -F: -V FG.
VV XX XV XX DG XF XV
DG DD XD XX DV FX W

z;:{z‘_ﬁ;giiz;:igif; i

From the appearance of XX in the first table it was deduced thatgelther 5—15 or 1—13 fell
on the extreme right. RICHI-152 which factored for 22 less 2, was set up and frequencies
of the pairs taken, first with 1-—13 on the right and then 5—15. The latter gavq.a very much
better frequency, and & frequency of the digraphs. made with 5—15 on the right and 12—2 on
the left gave excellent results. The digraph GX was followed twe out of three times by FA.
GX~FA was assumed as CH and working upon this clue the palrs very qulckly thereafter fell into
their proper positions in the rectangle .

OcroBER 9, 1918. , \ o
4. NOTE ON "B.ICHI" ADFGVX CIPHER.

SOLUTION oF KEY OF OCTOBER, 28, 29, $0, 81

The solution of this key was’ accomphshed in the' space of 52 hours and was obtained
without the use of a single fréequency tabulation. 'The method, employed was the one which
has been described in a former note: the method formulated; by Captain Painvin, where two
messages enciphered by the same key are founid to possess similar endings.

On October 30 it was observed thdat two messages had been-sent from LP to NKJ for
COS addressed to the Kaukasus Delegation, the one RICHI 388 and the other RICHI 274.
It was found upon inspection that the RICHI 274 was a duphc&te of RICHI 338 minus three
prefatory lines in the RICHI 338.

At Co
The messages were dlmded as follows ot ¢

RICHI 338 VAxvv VAXGA FAAAD AA,x VIV AAAGA
DVEGVY DAAAV-VXDPDH FVXDA XFAXX
GVFXV VIADGA GXAAA XFFAX VAAVD
FFVFX FG‘XFA"F‘VGF‘i.FK’D"FA»"VIW AADXD
FGDXX DFXXA GADIAA VDAAF AADAV
AXAA XK XX XF AV_AVFGA FFADA
AFDXA AGVGD %XXVGA A AVDAD AXGXD
XGAF X XVVDX. GYADG V-XGFX VFDAF
FADFA:GDDAX FDXGX AD/XXX DXFXZJX|
AXGAG FDGDYV XFFDD XXXXP AFXFX
FDFXX DAXVD XAAJ}G‘X"A“bADA VAAAD

GFXDX ADIDFX., A%XF AVJ’XF‘ DDAGA
AlG FFD FFAAF XgA‘DD FGVA XX KGGAF

VAF AFF.F A




A_GWX_VAA_VAA
A > | x4 <« 4| o &= af & X
> O] sl | O A ) <] < ) w4
A.ADFEVFW_AGX
DM_VXMXA_AAFX
NVA_A_AAG‘FRD
M’MMDX s MXM#M_M LU LAV A>MEEAOND MMM XGGAFV‘AFXX.,XAFFFAGF
AAPVWA_HXDXX;V.F,uXFGXFAFVGFXFDAV\ OOkt dnaORo> <N
M_VX_@JFF Bl ol pe TTOCAPUEEACCILIEDENRA ALt <P ARBAQACO <<
_ J RELbaAMUdLdddNdadiMdd UMINdNab <A RKAK LA
M_X*GAGDXDVAV_uAFVAFXXXAFFFAGF A MENEARNMA<CKD> QX
g<idioRlaMo>ldosMaR T AKKALKKX<O <O AXGAGFDGDVXFFDDXXXX
Ol pldolcampadarm oo RO > <K OO < b XM NN MA M E NN
AJF,M,A#.L.D Eloolcmakoan Qs m s ADGVXGFXVFDAFFADFAG
o QXU OolsrlernEaRXMAdK> A X< AL HURARTKRLMEMEE>E>AMO >
" ALVA_ w..._&VM.NoFDAVAVFGAFFADAA, EOKCLIUD>OAKKDO<dL> Q< -
dald<dalsalog tfreretd<tavrmaxan XXXXFDA,VA,.VFGAFFHADA_.J.
Av.LDAD&EVAT,VXDAXFAXXGVFXVV‘ AAVDAAFA.A..UA‘VDAIAA,DX
Alsd el gl d Relala ST HCRKREPRA<d MR IAR <O SPa<nKORTARKARKLD <A
N O =gy MAA_stGXDXGx.FXXVVDXGV Eh>hEEE O L OhMLO<>
1"~ b>uvaKX>UaLt>A < <AVAUNSLLI KRR >LL>O
SRS R R o B R L I IR S IR R R O i S O I DOR>PHAAKELIH K> KM> D>
" Rl O > e MO O e ] | ct >R PlddVtAPURPASCSIIE>NHA
<[ ™ BRI B0 M madbAKEANC a < PAMDPOPPARUChdLtO <MD
AA,XMVV D_FL,V - ©
amialsSisldFaAldael K 3
) et
sl e
= )
-~ R~

RICHI 274
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When set up, the length of the transpositio,ﬁ‘key‘ proved to be 18, giving 4 long columns

in one message and 14 in the other. The difficulty ‘which confronted us now was the determi-
nation of the relative position of the 4 long columns 6—12—15—16 which naturally placed them-
selves on the extreme left. Ta accomplish this without the laborious compilation of frequency
tables was our aim.! This we succeeded in doing in the following manner:

(1) In RICHI 274, the 4 long columns 6—12—15—16 were placed on the extreme left.
The position of these columns was thus limited to the first 4 columns.

(2) If RICHI 274 ended GXVD, RICHI 338 must end the same and the columns which
corresponded to these in RICHI 338 (2—1—17—11) therefore aligned themselves within the
limits of the numerical order 11—14, inclusive.

(3) In RICHI 338 there were f0ur short columns, 3 —9—10——18 which placed themselves
on the extreme right and which thus fixed DAAX as immediately precedlng GXVD in RICHI 274,

(4) If DAAX preceded GXVD in RICHI 274 it must also precede GXVD in RICHI 338. These
columns were found to be 4—8—13—14 and their limits were ﬁxed within columns 7--10,
inclusive.

(6) Two columns remained, 5—7, and thus thess were proven by elimination to be the
fifth and sixth columns, '

HOPEPMPUOU<PORPE"IPEPL

<OHRU<LINMTMNOMNOMQ

PU<PFPrPO<<MMUDODO<QPI»»

OD<pPprpaMbmTKEreNMKQe

RICHI 274

QFrTHorammbom<sMEMEes
HMr<QEmoUrPaMXAPEPEAOS.
<HMPrORFEEPaM><ddEr
O <<a<lPrPrUl<O<U>0ls.
<RI KNETND O M
UEMOMTQUPPEPULUlba
OPQEMMTUOMKMUOOTONXE
TRrEEERKMNEESE PR
PR QPUOUENMO<GSE XD P~
<SPUMMEQ<TETMOT NG
MM IOMUNMNNMOEMQMO S
rUEEPOTNaSl<T T
EBMUOUSKPOXNXTUO TN
MM HMNOUDENMAOUQUIOER

1 See in this connection note 12, A Mechanical Method for Deterinining the Key for the Transposiiton in
ADFGVX Ciphers, Given Two Messages Having Identical Endings.—W. F. F.
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 RICHI ‘33'8'

HNHETIAMUOMMRKOEPEMOQOMUOTNMK»>EOUOS

B HUSKPOXXTOTMXEAXTEOR
Qa4

[

P QAPUUEMODSERXERPNNIIOS
UerpXRPU<pUORPAEPO<ER~
LR CMNNE T NED NSO
PoOCdErPRIMMUOUN<SQ XD
COHMUSIHMTIMOMO NG K >UOS

QB M K<

U RUMTQUEErPIrO>OBMOE
MNP orPUddR<O >0

OEOPEPNTUNKOQEUND > ><e
S
L]
b

(6) Having thus fixed the position:of two columns there remained simply to place together
in RICHI 338 the columns which contained the same letters and which would naturally take
position as the sixteenth and. seventéenth celumns or, 10 columns removed from the fixed
columns, 5 and 7 in RICHI 274. (This followed from the fact that the text of RICHI 338
ran 10 letters ahead of the similar text of RICHI 274.) These columns were 3—10.

(7) The placing of the remaining pairs was aceomplished by continuing to build up upon
this sequence by the same sort of cross fire between the two messages.

(8) Inspection of 5—7 had indicated FA as E and therefore the arrangement of columns,
when once paired in their relative order, was very easily determined by pairing them in such a
way as to bring out FA as the prominent digraph. Thus 10—3 was chosen in preference to
3—10 because of the number of AF’s which would appear if the pair was placed in the latter order.

(9) To return to the system of cross fire building up of the pairs in the rectangle, the position
of 5—7 having been fixed as columns § and 6, respectively, in RICHI 274, the columns correspond-
ing or those which contained the identical letters with 5—7 in RICHI 274 were identified in
RICHI 338 as columns 10—3 and were placed for reasons which we have stated in a previous
paragraph as the fifteenth and sixteenth columns.

P
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(10) qu skeleton rectangles appearad then as follows:

i Py .
1 2 8 4 5 6 7 '8 9 1011 12 13 14 15 16 17 18

8. 7 10 8
RICHI 274 eV FG
' XX XX
DD F A
XA DA
GX FA
XF XX
- FA . XF
/xx ""DgF
XX AA
Ve XX
Vv VvV
DF DA
XX XA
GV A Y
vV AD
1. 7 % 4 85 6 7 8 & 10 11 17 138 14 15 16
. , 5 7 _ .10 3
RICHI 338 - - EA DD
k - EA ~AD
vy XF
FD GV
X A XX
F A DD
GF X A
X A "6 X
F A XF
AD F A
F A XX
Vv XX
GD Ve
FA vV
XX DF
FA XX
DA GV
AD Vv
VX

17 18
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(11) Our 10—3 having been properly placed in. RICHI 338 as the fifteenth and sixteenth
columns, the 10 and 3 columns in RICHI 274 quite naturally place themselves in the same
numerical order of columns, ie,15and 16.

(12) There remain now in the last of our five divisions in RICHI 274 ¢olumns 9—18 which
cannot take position as the fifteenth and sixteenth columns since these are occupled by 10—3.
They therefore fall into position as the seventeenth and elghteenth columns, in the order 18—9
rather than 9—18 for the sake of the greater number of FA’s in the former, & digraph which has
been identified as having the highest frequency *

(13) The process just outlined is now repeated. The columns which are identical with
18—9 in RICHI 274 afe sought for in RICHI 338.." Since the text of these columns in RICHI
274 contain in their last line the digraph, XA, 4 latters removed from the end of the message, the
same text must appear jn RICHI 338, 4 letters removed from the end. XA is found in columns
13—8, which therefore fall into columns 9 and LO ., Columns 14—4, which are left in this, the
third of our five dlwsmnsl accordmgly take the posﬂuon of columns 7 and 8.

(14) The final posltlon of the columns was as follows

,v6,1512165 7144138.1,1.1172103189

RICHI 274 Y VDAGVAAXAFAXAFGGF
" XVFGXXFADDDAFAXXFD
"GVFADDVGFAXXGFFADA
"FAADXAAVGVGFXADAGYV
"XXAVGXFGDAXAFAFADA
VGFGXFXDXAAVADXXVYV
FAXVFAXXXADDFAXFXF
DFGVXXXXDDXXVVDFFG
,QAADXXAVFGXFGDAAFA
 FADAVGFGXFXDFAXXDF
FADAVVFAXXDDXXVVDF
ADFADFFAADXAFADAXA
DAGVXXAVGXFGDAXAXD
FAVVGVGDAAXAADAVXA
AXAXVVFADDXAVXADXA
GVXD .
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. . G 151216 5 7 14 4 138 Il 1 17 2.10 3-18 9
RICHI 338 VGDDFADAAXAVGVDDXF
 AXDFFAADXXDAFAADGD
AAAXVVFGGXGXFAXFGX
DDXXFDXAAXVVDAGVAA
XAFAXAFGGFXVFGXXFA
DDDAFAXXFDGVFADDVG
FAXXGFFADAFAADIXAAV
GVGFXADAGVXXAVGXFG
DAXAFAFADAVGFGXFXD
XAAVADXXVVFAXVFAXX
XADDFAXFXFDFGVXXXX
DDXXVVDFFGAAADXXAV:
FGCXFGDAAFAFADAVGFG
 XFXDFAXXDFFADAVVFA
" AXDDXXVVDEADFADFFA
ADXAFADAXADAGVXXAV
: ' . GXFGDAXAXDFAVVGVGD
o o AAXAADAVXAAXAXVVFA:

DDXAVXADXAGVXD
5. NOTE ON “RICHI” ADFGVX CIPHER
' SOLUTION OF KEY OF NOVEMBER 1, 2,38

As this last solution was accomplished by principles involving an interesting combination
of several familiar methods, it has been thought worth while to include this in a further
memorandum. _ '

At 4 a.m., on Névember 1 a first and second part of a RICHI ADFGVX was communi-
cated to OSM by LP, the second part of which contained 264 letters.

On November 2 this second part was repeated but bearing a preamble RICHI 266 instead
of 264, , '

The text of the two messages follows:

2-TL RICHI 264_‘ DVDVF DV

om Qoo
<O ™E <MK a2™Es
BT SQ<>PURE<S
QM QMNP EMgO
MO0 <>U00QQ
<< N0 X<
Q> UOUO®>>» U
PO Q<m0 MMNPEQ
Y <SP <O T
O 0 M=ggdMHOXM
OO E <P

<< > QM
UrUUONMUD<S XU
PQTHMOOD OO QU
<P MQQUOUU>TQ
QM QO XUOP>UE
<> U U< > MM
<P PO <<
P Q@MU ESS™
varPrPXNUO<<UOUO>
QU<QUX<QQUD®
vaooQUuUoa<dua R
nQUuUmU<LsaTnEm<
va<krrOoOUU <O >
Um<sXoO<SOoQ" 39
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2-TLRICHI26 DVVDF DVDVG DVVGF FVGGG AXDAD
DGGGF XVVDD AADDG DVVGYV DAFGG
FGFDF AVVDG DGVDF VVDAX GAXAX
VGDDD ADGFV GVFDG DFGXD FDXGV
FAGDD VGAAA VFGDG GGVGA XGVFX
DFFDD DXGFA GXVXF VAVGX VXGGX
AXDXD GDAVG XDFFX DAGVG DGAVA
ADGDG DDFDF AGGFYV XDXDV DGGGYV
GAFGX GFVFD AVGDV VFVFF GDXDX
AAVAG AGVXA ADDGG FDVAG XAFDX
AXDDA VAVVG AAVGD G

It was at once concluded from a comparison of the two messages that the RICHI 266
was the correct version of RICHI 264 which had probably been garbled in its encipherment.
If this were the case then we might expect to find an identical beginning in the two messages
which would extend as far as the garbled portion and from there, followmg an hiatus of 2 letters
(266-264), a similar ending which would extend in RICHI 266 in an order 2 letters removed
from the same similar ending in RICHI 264.

The messages were therefore divided off or cut with reference to their identical beginnings.
The cuts indicated a transposition key lemgth of 19. This meant that RICHI 266 was an
exact factor of 19 (19X14). We had then, therefore, but to set up RICHI 266 in 19 columns
of 14 letters in length and follow the division thus made as a check in the cutting of RICHI 264.

The messages were then set up as follows:

RICHI 266

N <D IO g <O~
NQUUPUXIPOONOAQ <™ T
<CUOUQUUPPUOSIN TR
PHUTQETOQREUIR <
MPpO<dsUO<LQODQU < <o
MQUPOUODQ<SNENXEQ
HMO"MUOXOTMUQU I <~
R R R R R R EE R
URT<OXPO<OOAQU Qe
MM INQPTOQMOOUD TS
MUoMXEPMOODMSHNOQd> <=
QPUNNKEIUOUKO<>»UQUS
VO QNUQUPPEPLSPQU RS
U<OMUOX<STIOOQP QUL
U< XU rbra<s<aoans
OO A< << >5E
DO PXARP QP> <> D XS
HEMUOUEmPXXoOorPsUmQOs
NuUQ<ProOa<<ilP<>UUS
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RICHI 264 D'FGVVGV“G.»GFVDVFGAXGD
VFFGVAGVDVAGGDGVAGD
DVXVDXVFGDVDDFGGAFA

VGVDGAFAGDGAGAVDVDYV
FGVADXDGGDXVAGGVAVA
DGDFGVGDVXVGVGAVGAV
VADGVGDDADVXAFFFAGY
FGGFFVXDAVDDXADGGGA
AGFGFGAVDXFDDXFXAVD
GXGXGAFGDDVDAGXGAXG
XAFDDADDGXFADVXFVAD
VXDFXAXVDDDDDFDVGAG
XDFDDVAVVVAGGXAFDDD
FXAX FXG DXFGDCDGDD

In cutting RICHI 264 we had only to follow the beginning of the columns as cut in RICHI
266. The division between columns 1 and 2 in RICHI 264 followed naturally from the identity
with the similar beginnings in RICHI 266. Since column 2 in RICHI 266 began FFVGGGA
(providing, of course, that our theory was correct) column 2 in RICHI 266 must likewise
begin FFVGGGA.

A further check, if further check were needed, was given by the possession of the two mes-
sages of identical endings. Having cut columns 1 and 2 in RICHI 264 by means of a comparison
of the beginnings, we had now to look in RICHI 266 for a column ending as column 1 in RICHI
264 with AGXVXF. This column was found in RICHI 266 in the position of the -tenth column
ending with these identical letters. In the same way when column 2 had been cut in RICHI 264
its ending GGXAXDX was found in RICHI 266, in the eleventh column. Employing this double
check, the columns in their proper length in RICHI 264 were very quickly reconstructed and the
short columns fixed upon as 5 and 9.

From this pomt the solution followed as described in our last note of November 1. The suc-
cessive steps were, in their order:

First: The short columns 5 and 9 in RICHI 264 were placed on the extreme right of the
rectangle. It was, of course, impossible to determine immediately the relative order of 5 and 9
but it was enough for the present to know that 5 and 9 would occupy in one order or another the
position as the eighteenth and nineteenth columns taken in the numerical succession of the
columns. '

To avoid a repetition of an unnecessary number of letters we subjoin only the three final

lines of each message.
1234567891011121314151617]1819
5 9

RICHI 266 DF
AX
XD

RICHI 264 ' XD
DV

Second: If columns 5 and 9 occupied the position of columns 18 and 19 in RICHI 264, then
the columns containing at their ends the same letters as 5—9 would, in RICHI 266, occupy
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| letters in advance of the same text in RICHI 264. - These columns were identified in RICHI
| 266 as columns 16 and 3 and they were accordingly placed in the position of the first and second

columns. , 11 23 4 5 6 7 8 9 1041 1213 14 15 16 ulls 19

! 38 |
ik the position of the first and second columns, since the concluding text of RICHI 266 ran two |
!

18 3 - |
| RICHI266 D G = ' . ' DF |
! XD - . AX |
| v TR X D
5% RICHI264 VD XD |

I ' DA‘ ' ‘ ' S ?
Third: Wlth columns 16 and 3 pla.ced in pos1t10n in RICHI 266, the same columns must |

occupy a position as the first and second ¢olumns in RICHI 264." We had then to look in RICHI

if 266 for the columns which ended mmﬂarly to 16 ‘and 3 in RICHI 264. These columns were

i found to be 15 and 4, and for reasons which we had stated in the former paragraph they must

3] follow 16 and 3, since the 1dent1ty of RICHI 264 will follow two spaces removed from RICHI 266.

ity
|§‘E‘ | . , zl 4i 5 6 7 8 9 10 12 13 14015 16 17 18 19
! 8 15 5 0

it  RICHI266 DG VD ; . " DF
i | XDFEF - AX
| DVDA XD
il RICHI 264 VD D F RS | : XD
‘3|i FFAD - - DV

Fourth: In the same way columns 12 and 7 were, pla.ced in thelr positions as the fifth and

! DAGX
| ;
2, sixth. columns in RICHI 266 following the. 1denmty contained in columns 15—4 in RICHI 264.

1 2| l 7A891011121314151617l1819
16 3{154127 , - :
RICHI266 D G VDDF | . DF_
XDFFAD P AX
| DVDAGX - . ’ XD
l ' RICHI264 VDDFDX ’ XD ., |
! ' FFADGA ‘ DV
DAGXFX

Flfth Thm criss-cross building up was continued by the same process as has been
described. It can be followed without the nece351ty of further explanation from the outlines

as given: ' ]1 2’ 3 4] 5 9 10 11 12 13 14 15 18 17 !n 19
L 163154127

b R10H1266 DGVDDFD x D F
| XDFFADGA AX
| DVDAGXFX . XD
RICHI264 VDDFDZXAA XD

! " FFADGAVD S v
Lo B : . /DAGXHF_D -




Sixth:

" . Seventh:

' Eighth:

Ninth:

RICHI 266

RICHI 264

RICHI 266

RICHI 264

RICHI 266

RICHI 264 -

RICHI 266

RICHI 264 -
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.
1 2! 3 4| 5 el 7 8% 1o|,
, o

16 315 4 12 .6 18] 8 17|
DGVDDFDXAA
XDFFADGAVD
DVDAGXFXFD
VDDFDXAAVG
.FFADGAYDVD
DAGXFXFDGG
RS R R EE
DGVDDFDXAA
XDFFADGAVD
DVDAGXFXFD
VDDFDXAAVG
FFADGAVDYD
"DAGXFXFDGG
e 1

SRR
DGVDDFDXAA
XDFFADGAVD
DVDAGXFXFD
VDDFDXAAVE
FFADGAVDVD
DAGXFXFDGGE
6T Io‘ 0

PR A R B
DGVDDFDXAA"
XDFFADGAVD
DVDAGXFXFD
VDDFDXAAVG
FFADGAYVDVD

DA F

GXFX

DGG

1 12 13 14 15 18 17 |18 19)
5 9

-D'F
AX
XD

XD~

DV

11 12} 13 14 16 16 17 {18 18
1 19 ) lﬁ’ Ol
VG DF
¥D AX
66 XD
VG XD
XD DV
FD
R
VGYG DF
VDXD . AX
GGFD XD
YGDD ° XD
XDV G DV
FDDG

11 12] 13 '14] 15 16| 17 |18 19]
1. 19/-10 13} 14 2 5 9

VGVGDD DF
VDXDVG AX
GGFDDG XD

VGDDFX XD
XDVGXD DV
FDDGD X
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1203 4 879 7 88101 1218 1415 19 1718 19

o 354 %385 &8 P LS
RICHI 266 DGVDDFDXAAVGVGDDXDF

XDFFADGAVDVDXDVGDAX

DVDAGXFXFDGGFDDGXXD

RICHI264 VDDFDXAAVGVGDDFXDXD
FFADGAVDVDXDVGXDADYV
DAGXFXFDGGFDDGDXX

Having located the precise position of column 11 in RICHI 266 as the seventeenth col-
umn, our task was now a very simple one. Column 2 in RICHI 264 which corresponded in the
identity of its letters with column 11 in RICHI 266 or the seventeenth column must occupy a
position in RICHI 264 two columns removed from the seventeenth column. Accordingly upon
the identification of this column in RICHI 264 as column 2 it was placed in its position as the
fifteenth column. Column 14 adjusted itself by elimination, within the limits set by the division
which has been described above, as the sixteenth column. _

Column 14, now that it had been fixed as the sixteenth column, fixed also column 10 in the
division alongside as the fourteenth column since the identity DVD in column 14 or the six-
teenth column in RICHI 266 must be prededed by two columns in RICHI 264 with the same
identity. This, therefore, at the same time fixed the position of column 13 as the thirteenth
column since column 10 had been proved to be the fourteenth column as the columns were limit-
ed to one of the two columns, the thirteenth or fourteenth by the limits whlch had been fixed
earlier in the study

The two meséages as they ﬁna,lly appeared were as follows

316 4 157 1218 6 17 819 11810 2 1411 0 5
RICHI266 GAVGVDGGXGDDVFFFYVGYV
F»VGGGGGAAVDVGFF‘DADV
K_G‘VGVQ_XAFALVDDVGVGD

E

VDDVFADAVAVDGDGAGGG
VVAGDVVXAGAFADGGXGD
DVFAGGAVGDVDVXGGVVG
DFGFDXGGADVVAGAFXGY

AVGGFDXDGVGDAFXVGAD
AFFXGFADVGAVDADXGXTF
DFGGXXFDXAAGGGADXGYV
DGFFDXDAAAVDDXDXAVY
'GDDVFDXDAAGVGVDDXFD

DXFFDAAGDVDVDXGVDXA
VDADXGXFDFGGDFGDXDX

DEM NACH GEHEN NUMEHR SAEMTLICHE
SCHIFFE VON KOSPOLI NACH ODESSA BEZW. NIKOLAJEW.
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3 16 4 15 7 1218 6 17 8 19 1 13 10 2 14 11 9 5
RICH1264 GAVGVDGGXGDDVFFFVGY
FVGGGGGAAVDVGVFDADY
XGVGVDFXAFADDDVFVGD
VDDVFADAVAVVGDGAGGG
VVAGDVVXAGAFADGGXGD
DVFAGGAVGDVDVXGGVVGE

QFGFQ}GQADVVADAFVAV
GGFDXDGVGDAFXVGAD
FXGFADVGAVDADXGXFDF
GGXXFDXAAGGGADXGVDG
FFDXDAAAVDDXDXAVFGD
DVFDXDAAGVGVDDXFDDX
FFDAAGDVDVDXGVDXAVD
ADXGXFDFGGDFGDXD

DEM NACH GEHEN NUMEHR SAEMTLICHE SCHIFFE

VON KOSPOLI NACH ODESSA BEZW. NIKOLJEW.

‘The omission of the letter A in “NIKOLAJEW” in RICHI 264 was the only difference,
beyond a few errors in transmission which distinguished the two messages.

It is interesting to add that work on the solution of the key was begun in the afternoon
of November 2 and completed within an hour and a half.

Although we had no confirmation as to the number of days for which the key ran since
we had received up to November 2 only messages of November 1, we had no hesitation in
notifying the French and British Cipher Bureaus in Paris and London that the key which
we telegraphed them was the key for November 2 and 3 as well as the 1st. Our supposition
proved correct and we were enabled to decipher the Inessages for the following 2 days as soon
as they were received from our wireless station.

NoveEmBER 4, 1918.

6. SPECIAL NOTE ON “RICHI”’ ADFGVX: CIPHER

(a) The activity of the RICHI ADFGVX Cipher, although having abated somewhat since
the conclusion of the armistice, continues greatly above its former normal record of August and
September.

The solution of the key for messages of November 16, 17, 18 brings the total number of
successive days for which the messages have been read to 22." The solutions comprise 7 differ-
ent keys, 4 of which were solved by our office. ‘

Since, from December 1 to the 21st of the month, messages will have been ciphered by the
same keys as those of November 10-30, according to directions from the Chief Signal Officer in
Berlin to the Black Sea stations as embodied in & deciphered telegram, it will be possible
without further work to translate the messages of December 1-9, inclusive, with the keys
which we have now solved.

(b) Commencing several days prior to the conclusion of the armistice, RICHI ADFGVX
messages began to be intercepted which proved upon translation to indicate that stations in
the rear of the German lines had begun to use this cipher in communication with German
General Headquarters and amongst themselves. The same key in use between Berlin and
the Black Sea area was employed. Traffic of this kind was particularly noted between two
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stations, CM and CZ in the region of Metz, and between SY (Spa) and neighboring stations.
This communication continued s1mu1taneously with the use of the CHI ADFGVX Cipher which
had been employed-on the Western Front since March. While the key for RICHI ADFGVX
has a life of 3 days, the keys for CHI ADFGVX have never been known to continue in use
for more than 1 day.

(¢) At the same time that the RICHI ADFGVX Cipher appeared on the Western Front,
a form of transposition cipher suddenly appeared and was employed from a period beginning
shortly before the armistice until only several days since.

The fact that the principle employed was that of a doubls transposition was confirmed in
a message sent in the RICHI ADFGVX Clpher recently deélphered

From station SY (Spa) to station RVV (location unknown), via station N4 (location unknown)
Sent at 21:03, 9 November mtercepted by statlon at G.H. Q., American E.F.
German text:

"UEBER 2 BAYRISCHE GENERAL-KOMMANDO, MUENCHEN: AN 7 RESERVENDIVI-
SION: LANDWEHR REGIMENT: AN FECH: NICHT DURCH KABEL. ARMEE-
SCHLUESSEL DOPPELT. EMPFFANG BESTAETIGEN: 0.H.L. ROEM. 1 ANR.
11338. GEHEIMORDRE."

Translation:

“To the 7th Reserve Dmsmn Landwehr Rgt., for the Director of Raﬂways, via the

2d Bavarian: Army Staff: Do not send by éable. Key for the army s’ "double

* encipherment. Acknowledtre recelpt Higher" Commahd 1 ANR 11338 Secret
Order ” -

NOVEMBER 20, 1918 ‘ ‘
7. NOTE ON RECONSTRU(YTION OF AN INCOMPLETE ADFGVX MESSAGE

On November 3 1918 8 13-part. message from NKJ to LP (Consta,ntgnople to Berlm) was
intercepted. Two of the parts were missing and the thirteenth, RICHI 222, lacked the last 67
and 11 additional letters. It was, however, translated without great difficulty, and it.is worth
while quoting as an interesting example of the treatment of the numerous garbled ADFGVX
messages which are intercepted. e

The message when properly set up appeared as follows:
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Now, by reference to the key-square which had already been obtained by ‘the solution of
the ADFGVX key for November 1, 2, and 3,iit is evident that the initial-combination (F-) may
stand for any one of six letters or numbers;‘i.e., @, 2, G, 7, Q, or T, and so on for the remaining
pairs. Fortunately, the missing letters fall in such a way that in all cases but five we are limited
to a choice among six values. Therefore, by setting up the translation in the followmg fashion
it was possible to pick out the correct letter by a proeess of elimination.

gJILoo L RYR JD- QUF UIJUD
2MCZVYV Z c4c¢C M8 VRS RCMIS
GH2G77DERXG-Z2ZIZMEEDHWHM7PFQCHDUG2HLW
7TE8WNN W VAV EN NDB DSB8EON
QKMHEE H S35 KB EUJK JMKFB
TP41AA 1 X6X P5 AY3 Y4P95

YU OFO R LORUJO O UPUOS9O0 R 0o J

41 VSV ¢ ZVCIMV V 12RVXV C vV M

GARNILF7Q7RZCHGT7ZLHT7TATZLGST7TT7TNZEIT7-H

AO NBN V WNVOEN N O7DNSN V N E

3F EXE S HESFXE E FQJEPE S E K

. 69 A3A X 1AX9PA A 9TYAG6A X A P

00 DDIFFO D 0 R 9JRR 9L9S 'Y UI

VV 88CSSV 8 2 XMCC XZX 4 RC

T77NWW2QQ7RWET7--Z~XKTHZZMTGTALl1GH2

NN NN8BBN N N V. 5EVV 5W5 A D8

EE BBMKKE B E S PKSS PHP 3 JM

AA 554334 5 A X 6PXX 616 6 Y4

MU <S<NOQX HMh<sNOQIX
OoRmPOorHGC HnunsNQX

e+ J- N o e o Y
>
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A study of the message when set up in this manner produced the following translation, in
which there are two doubtful values, both of which.are numbers

(Contmuatxon of Teil XII)

TEILEN DER X 11 X ARMEE DEN MARSCH DURCH UNGARN AUF OBER SCHLESIEN
ANZUTRETEN X EINVERSTAENDNISS ERBETEN XX O X K X M X RM X 1 X A-GR
-X OFX ) . ,

ADFGVX KEY FOR NOVEMBER 1, 2, AND 3

A DF GV X,
A|U|T o|F|ol
DiR[Cc{z|V]|S|X
F|@#l2|G|7]|Q|T
¢c|p/s|w|N|B|S
visgim|ule|xlp
x|v|al1]{a|3]|s6

H. C. SKINNER,
First Lieutenant, M.I.D.
NoveusER 4, 1918,

8. NOTE ON ADFGVX CIPHER
(Western Front)

BTUDY OF KEY OF OCTOBER 8

The following trench messages were identified upon their interception as having similar
beginnings. The third message, CHI 92 which factored similarly to the first message CHI 136
when a transposition length of 22 was assumed, was found to possess a signature of 26 letters
which agreed with 26 of the 36 letters which formed the identical beginnings of CHI 136 and
CHI 164.

Although five more lines were to be had in a message of CHI 110 which factored precisely
for 22, experimentation with a few frequencies proved that, without more material, further work
was useless. This was true despite the fact that frequencies were limited in one division to four
columns, the long columns 1—14—21—22 and in another division to 4—18—20—15.

These facts more or less demonstrated the impossibility of a solution of ADFGVX where
the number of lines fall short of 45—50. (The method of solution with similar endings where
the key may be solved with but two messages is, of course, excepted.)

Previous work on the RICHI messages of September 13,14, 15, where the transposition length
was clearly 22, had proved that even with 35 lines, hope of a successful solution might be vain,
particularly in this case where E was evidently the doublet VV and the text of the messages
available for our purposes varied so greatly in subject matter as indicated by a count of the
cipher letters.

Certainly, so far as the method of solution with a number of messages which factor exactly
for the assumed transposition length is concerned, from experience with a number of such prob-
lems it would seem that, without as many as 40 lines at the least from which to base frequencies,
one may entertain little hope of a solution.:

The following numbers of lines were used in the three solutions by the exact factor method:
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, Lines -
June 3. oo 87 1

Sept. 19, 20, 21 ... 61 1

Oet. 4, 5,6 - 69 ‘

I. SOUILLY 07.43 PPN v DOD - 08.20 | i

CHI-136 AXVDX GVIFGA VDDVD XAADX ¥DVGA VFXVYV ‘
AFVXA GDVVX XAAIGG DXXGIA XGXVD FXGVA ]
GXAGA XA[GGG VXA|GA DVGXKE VGDVG XEVVG |
AANGD VXDIAG ADFGX_GVGXA DGAXA XIGGDYV i
XXDVA VDVV[N.VDVAX D NF DOD UM

1. G.HQ. 09.36 DOD v — 09.35 ,

CHI-164 AWXAVX VGAIFG FVADV DNVXF XVGXV VAXXG
WXADD DDIFXG FXVGIV_VFXVV AVGGYV VAV-G
AGFXG GAJFAV VVXD[X _AVVFD VAGVY DDGXIG
AAFVG VXEVYV VXFXA XVXXX GDVVA FAVAR
XXVFD DXGXX XXXPG FGAAX AGGVF AXADYV
AXGGA DVVXV XAAG |

III. FRENCH STA. 18.47 — v PPN 19.15 |

CHI-92 DAAAX GAAFD FXVXD VXVX~ VVAAXE VGAYD
VVGAA VAXAV FIDVV X XVFDIA DVDXX FXVGV
XXGDA VUDAVA DVUZXG VDGGV VGDDG DVDAX |
vy
. |1142122|27811]819]4182015[356910121617]

. CHI-136 AXDVFVGXGDXXGXVVFAFGVA
PPN vDOD XVVVGVGAAGVGGVDFVVXGGG i
VGADAXDGDADVDVXXXGGGDA i
DDVVVXXAVXVGVGAVAXVVVD {
XVDADAXXGAGXXAAVGVAXXF
GGVXDAGAXXAAXADADDGADG |
VXVD \
CHI-164 AXDVFVGXGDXXGXVVFAFGVA i
DODv-- XVVVGVGAAGVGGVVXXGAVVX ;
AVAXFFVVAGVXVXXAGFVVAX |
VVXVVXVVFGAXFXFDFXVDFV f
XXGXAVAFVAXXAXXDXGVDAF
VFGADVVDGAXXXGVDVGXGVD )
GXAAVA-VVXGXADGDGADXDD f
AADGDYV | ’

[}

L
be

o>
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CHI-92 DXDDGVDDAGXDGGDVAAXXGD
—~vPPN AXDAAGVVDVDVVVFXAAAVDA
AFGXAAVVVDVVVXX~-XVVFAV
AXDVFVGXGQ& GXVVFAFDVA

IvVvy

NovemBER 4, 1918. - »
9. SPECIAL REPORT ON THE BO’QBLE TRANSPOSITION CIPHER

(Employed between the German General Staft and General von Kress; Tiflis)

N

The inference that the transposition cipherd, which have been passing between Berlin and
Tiflis were double transpositions, has been confirtned by two telegrams of July 23.

On July 23 two of these ALACHI telegrams were intercepted; One sent by LP (Berlin) to
COS (Tiflis), and the other sent by OSM (Constantinople). This latter telegram was solved,
having been found to consist of a simple transposmon only. The ﬁrst telegram, however,
failed to yield to the same method.

The telegram was then subjected to a double operation of the transposition by which the one
message had been solved, and it was found to yield iteelf immediately to solution.

Following are the two messages:

From LP to NKJ for COS. *ALACHI 266:

EHNTI XNFMU MAIRA ICEIT AWANN EEDEG
" XDNGR ORITU ESAUC EPCUT EBOTE TIFQL
NNSET NOEHE ESNEL REGEZ VUIEE INNND
ENOMN ERHSS HXRTO MRINK UEAGT RETGH
XNSFT FTEBZ USRET XLNPO EEIHF LSOCO
NZENR XNBRG PRINR EHLEO DSFRT UIRUI
AUARE NIDHN EMVBE AWASE GVEOX ILEXN
BLIEN HTSRO ARROE ATGNC DOACR AESKF
TXAEE IHSNR HACER HGGNS DIEIR D
From OSM to COS. ALACHI 152:

RRSCH NSEAT NWENT URZAG LBDLM IEAEE
GAIRL ROMGH NENMF NNSIU ZTDLI ORFAJ
ENFJN TAUBT OETRC AERIS RKRAD FAITT
LLEUA HBHRS ENGIO VOALT RRJBU IEIGT
TETLN NEWEL ITAEZ FPKET LNITP SGMHB
AT -

The key for solution of the second message was the simple transposition:
16-4-5-1-22-11-14-21-8-3-19-13-7-20-10-6-12-18-15-2-9~17
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The first step in the solution of the first l‘nes‘,sa}ge was to transpose it thus:

16 4 5 1 22 11 14 21 8“3 19 13 7 20 10 6 12 18 15 2 9 17
URTERNBAIMRLEDKNELOIHE
AIEHHSRENEOSLOUSTEDRSA
RTBNGFGENEAORAEEXXSASW
EUOTGTPINDRCECATLNFIHA
NETINFRNDEROGRGNNBRCXS
ISEXSTISEGONEATOPLTERE
DATNDENNNXEZZEREOIUITG
HUIFIBRRODAEVSEHEEITOV
NCFMEZEHMNTNUKTEENRAME
EEQUIUHANGGRIFGEIHUWRO
MPLMRSLCERNXETHSHTIAIX
VCNADREEROCNEXXNFSANNTI
BU : =
The transposition is then repeated, as follows:

16 4 5§ 1 22 11 214 21 8 3 19 13 .Y 20 10 ¢ 12 18 16 2 9 17
ZUFUENFVIEREINSXANHEER
ESGRXEICHHORNXISTGEDRA
HTETXABNAHMEDESANGEEKOM
MENENTRANSPORTESDRINGE
NDERFORDERLICHXWEITERE
TRANSPORTEMUESSENFOLGE
NSOBALDEINRICHTUNGVONRQ
UARANTAENESTATIONENINU
KRAINEERFOLGTISTXICHBI
TTEMIRVORSCHLAEGEHIERU
EBERBESCHLEUNIGTZUMACH
ENXLUDENDORFFXOPZWEIXA
N G

\

The encipherer at Constantinople was probably indifferent enough to consider that a single
transposition was sufficient for security. That the practice, however, of using a single trans-
position in the ALACHI is not an isolated occurrence is indicated by a communication from the
British which says: _

“ITO CHI and ALACHI are both double transpositions for certain.- The Boche has been
making the error of using ALACHI as a single transposition in the Black Sea area; the keys
change daily, and when used as & double transposition, no ‘dummy’ letter is inserted.”

It is interesting to note ‘the contrast between the careful methods of the encipherers at
Berlin end those in the East. In the ADFGVX telegrams, Berlin never sends a filled-up rec-
tangle, or if the rectangle fills itself up naturally, it is run over with the addition of X’s. Among
the Black Sea stations, the practice has generally been to fill the rectangle. ’

September 10, 1918,
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10. SPECIAL REPORT ON CIPHERS

During the week of August 12-19, quite & few mlscellaneous ciphers were intercepted by
the high-powered station located at G.H.Q.

One of these was a simple substitution cipher passing between General von Kress at Tiflis,
and Helferich at Moscow. It was probably the use of this system by General von Kress which
was referred to in the solved messages of ADFGVX of August 8 and 9 in the following terms:

““The cipher method prepared by General von Kress was solved here at once. Its further
use by OP is forbidden.”

This same cipher had been noted previously as passing between SEW, a Russian station
at Nicolave, and Army Group Eichhorn at Kieff. It would seem to indicate, therefore, that
the use of this cipher was in more or less general use among German representatives in the
Caucasus. No simple substitution ciphers have ever before been intercepted by us, so far as
we are aware; in fact, the use of purely substitution methods of encipherment by the Germans
on the Western Front is, and has been, since 1914, with the exception of a very short period, a
thing utterly unknown.

A key for the ADFGVX cipher, employed between Berlin and Constantmople and the
East, for July 22 was solved by means of the method formulated by Captain Painvin of the
French Cipher Section in Paris, and explained in the report of last week. By this method it
is possible to arrive at a solution with the text of but two messages, and without the labor of
preparing great numbers of frequency tables. In fact, at the time of the first application of
this method by Capt. Painvin on June 1, he completed the entire solution of the key within
less than an hour, and from information contained in the telegrams he was able to warn the
French of a heavy attack impending north of Montdidier.

Since July 3 messages passing between Berlin and General von Kress have been intercepted
every few days. These messages give every appearance of being transposition ciphers, and in
the opinion of the French and British experts, they are most probably a form of double trans-
position which the Germans have been known to make use of at various times since 1914. The
system was in fact, the first employed by them on the Western Front. -

Some hints as to the nature of the method are contained in the ADFGVX messages which

were solved for August 8 and which read as follows: '
“* * ¥ The Alachi method is only to be used in commumca.tmg with places which employ
the ‘dividing system’ (in ciphers).” For other places, the new Itochi method with ‘dividing
system’ was sent to Kress on July 18. New instructions regarding double transposition are
shown. Wireless seetion, General Staff”’ (Berlin).

From this information it would seem that the preamble ‘Alachi”, “Gechi”, ‘“Itochi”’,
“Richi”, etc., which always accompanies the German transposition ciphers, indicates in each
case the particular method employed.

Avuacusr 20, 1918.

. 11. TRANSLATION OF A CAPTURED GERMAN DOCUMENT
INSTRUCTIONS FOR GRILL CIPHERS

Preparation of the Grill.—(1) A square sheet of paper is takén and divided into smaller or
larger squares, according to whether it is to serve as a grill for long or short messages. The fol-
lowing grill is for 100 letters, its sides being .equal to 10 small squares. It is advisable to prepare

the grill from colored paper, e,g., & cover for legal documents.
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(2) The squares are then numbered consecutively in rings from the outside to the center,
always with one figure less than that of the number of the small squares forming the outer edge.

(3) Each figure is then cut out once from each receding ring (lettered from outside to center
as (a), (b), (¢), (d), and (e)), thus: 1 once, 2 onte, etc. Nine grill-holes are thus formed in the
outermost ring (a¢) through the removal of figures 1-9, seven holes in the ring (b) (figs. 1-7), five
holes in the ring (c), three in the ring (d), through the removal of 1, 2, and 3, and lastly, one hole
in the center ring (¢) through the removal of 1.

Since each figure appears once in each square, and a great many methods of arrangement
are consequently possible, this system is proof against incompetent or unauthorized attempts
at decipherment.

In the example, the small squares which, as a possible form, are cut out, are inked over.

(4) The following should be written at the corners of the grill: Left top 1; left bottom 2;
right bottom 3; right top 4. :

(5) If the side of the square is composed of an uneven number of small squares, the inner
ring will not, as in the illustration, consist of four squares, but of one only, which, if the grill
be turned, remains in the center. Such a single square is nof to be cut out. The vacant space
thus left is to be filled in with ink. :

(6) Grills for 25, 36, 49, 64, 81, and 100 letters are to be prepared each week, and marked
(25)Anna, (36) Berta, (49) Clara, (64) Dora, (81) Emil, (100) Franz.
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Preparation of the cipher.—(7). The grill is chosen according to the length of the text, thus:
for 38 letters, the Berta grill, for 55 letters, the Dora grill, for more than 100 letters, the Franz
grill, etc. The grill is laid on a squared paper, as described in (1), the corner figure 1 at left top.
The letters of the plain text are then written through the holes of the grill, from left to right,
as in ordinary writing, up to the last hole. CH is taken as a single letter, there being a special
Morse sign for it. The corner figure 2 is then placed at left top and the following plain text
letters written through the holes which remain. The corner figure 3 is next placed at left top
and writing resumed, the corner figure 4 finally being placed at left top, writing being continued
through the holes.

(8) With a text longer than 100 letters, a new square is described in the same way, the
corner figure 1 at left top, the grill being the same, or a smaller size. This second square may,
or may not, be filled with text letters. When the clear text is finished, the word ‘““End”’, or
an X, may be written through the unfilled holes, the grill removed and the remaining space filled
out with nulls.

(9) If a hole has inadvertently been omitted and remains unfilled at the end, an X is inserted
in it.

(10) If the text contains fewer than 100 letters, so that not all the holes are filled, the
word “End” or an X should be inserted in them and the process at the end of (8) continued.
In the case of nulls, letters are not used in alphabetical sequence, as e.g., X, Y, Z, but in their
order of frequency, thus many E’s fewer N’s, T’s, etc., or, words quite u'releva.nt to the text are
written in after the word ‘“End.”

(11) When the cipher is finished, a different figure, chosen at random, is each time attached
to the null and the whole divided into groups, of 5, regardless of square and grill.

(12) Grills vary according to the length of the cipher text. Each telegram must therefore
begin with the name in clear text of the grill or grills used. If “Franz, Anna’ be used, the
telegram must contain more than 100 letters, etc. The large Franz-grill is used for messages
up to 100 letters, then the Berta-grill.

(13) The cipher-text follows in groups_ of five letters, with a period after each group. The
receiving station returns each group as received to insure correctness but the telegram is not
repeated in entirety at the end.

(14) Reception and decipherment of cipher.—Paper squared in conformity with grills is kept
in readiness at statioms. The cipher letters, as received are written cross-wise on squared
paper in the form of the grill whose name, in clear 'text, is the first word of the message This
name is noted down, but not spelled out nor recorded in the plain text.

(15) If the grill is now laid on the text, first with figure 1 at left top, the beginning of the
message can be read through the holes. Thereupon, 2, 3, and 4 are laid in turn at left top,
until the entire text has been read.

(16) This grill-process.is adapted as well to telephonic conversations and to correspondence
in which secret orders are glven and i in which the s0- called ““General Staff Process’’ must not
be employed. .: : :

: Translated Ocmonmn 23 1918.

12. A MECHANICAL METHOD FOR DETERMINING THE KEY FOR THE TRANSPOSITION IN
" ADFGYVX CIPHERS, GIVEN TWO MESSAGES WITH SIMILAR ENDINGS

"This xhemoranc_lum will use for its examples the messages given in the memoranda. dated
November 1, and November 4, 1918, this office:

i
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After having identified the sumlar secttons, the messages were set up as shown be]ow (cf
pp. 36 and 37):

1 2 3 4 5 6 7.8 9 10111313 14 1516 17 18
RICHI374 AAGAGVVAFFFDXAVAXG
AAXAXXXDDXDFDFVGFF
XFAGDGDAAFXFFVVAGD
FAAVXFAVVDGAGAADXG
AAAGGXXAAFXADFXVFD
VDXDXVFAVXAFXXGGAV
DAFXFFAAFXDXXXAVFX
XVFXXDXDGDXGDXFVVF
FDAVXAXGAAXAFAADGTF
DAXGVFGFFXXDXFAAFD
DXVAVFVXFVDDXFAAXD
AAAADAFDADXFAFDAFX
GAAVXDXXDPDXFGGAAVDX
ADVDGFVAAAXVAGAVAX
AXDAVAVDAAXADFXXVX
[ X Vb | |

c.f=7mmﬂ%8VVDAFVAXFDADADGDGX o
AADDFAAXDADDXAXFFG -
XAFGVAVXXXGAGFAXFG '”";

 VAVAFDDXAGVXAXDXDA
 VGXGXXAFAXXFGFAAFF
VADXFDADGDGDFXDAFV
ADAAGFFAVXFXDFAXAA
 XVXAXGAVGGXGGDVFAF
GGFAFDAADXVXDFAAFX
AVAXAXDVXFFAVXAVXX _
FVXFFXAFXXDDXXADGX \ |
ADXFVDVGVXAXFDDXAA : !
AAGAGFDAGVFXFAGFDF ’
AAVXFXAFAVFXDXFDDF
DAFVXAXFADADDVXDFF 3
AVXAFAAAVXDXXDDAGA |
AVVADGADDGFFXXXGVG |
XXVVAADAAVAXXAAAAF
VD DVDXA GXXADAX

i
i
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Let us now draw up a table showing the equivalency of the various columns, upon the basis
of each pmr of columns whose Iast three or four letters are 1dentlcal ' \
}2 I RS E ae Ts E . i) N [T DIFS IO RN
RICHI 274 RICHI 338
. Oolumn Column , o
f‘leqxua.lslﬁ e
o Zequals 7" T "
“ " 3equals’4- - -t <
© i gequals 9 - s -
. Bequals10; v ¥ v h o
- oar L Gequals il oo
Doy (Tequals 3o .
. -y - 8 equals 15
S T " Qlequals’8” T T
R U1 )
ST R Y 1Yequals 2 A5 ¢ o
oA T 7'12‘>,’e(11mils'17.:x R A
0o f b1y 13tequals 6y vy s ov oy

s ot 14.,:equals 1& Lo A

... 15equals 1. .

o 16 equsfls 2 o
- 17 equals® 5" o

w0 18 equells 131

As regards the mathematical relations a.lone, the sequence of numbers in the transposition
key may be regarded in the haiuré of & cycle T.’ho detérmanatwn\bf the transposition key,
therefore, consists of two pteps: - = - 4 i

1. Building up the numerical sequence m the key, ie, the cycle

2. Finding the exactﬂposmon of ope columnin, the cycle, - .

1. Since RICHI 338 has 14 long columns and RICHI 274 hés él long columns, then it is
evident that the identities in-these two messages run aflong at an interval of 14 minus 4, or
10 spaces. The columns:whode ‘equivalencies are shown:in the preceling table, therefore, w1ll
be 10 spaces apart in the cycle. - That is, for example, if wa begin to build up the numerical
sequence by placing column 1 under a space marked 17, on cross-segtion paper, then the equiva-
lent of column 1, which is column.. 16, should be placed 10 spages removed from the position
occupied by column 1 in the cycle, i.e., under the space marked “1i”; and the equivalent of
column 16, which is colunin 2, should be placed 10 spaces removed ftom the position occupied by
column 16, etc. Since the nUmencnl sequence is in the nature of a cycle, as stated above, when
one arrives at the extremte right of the series, one merely comes back to the extreme left and
continues. To make the:procedure perfectly clear the succeasiVe placements for six columns,
beginning arbitrarily with column }, are shown herewith:.

1 2 3 4 F 6 78 9 0 11° 13 15 14 A5 16 17 18
1 - 16 »

1 2 u 16

1 2. o . 16 7 .

1 2 3. Y16 .7

1 2 3 16 7 4
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Continuing this procedure, the completed bycle is.aa follows:’ 0o .. 0 . i

345018010:;112;31415161713

117210318961512165714413811

2. Referring to the set-up of RICHI 274 g.s shawn above, it is seen that the long columns
are 6, 12, 15, and 16, and therefore they constltute the first four columns on the left. The cycle
shows that column 6 precedes the others in the ‘séquence; that is, it is on the extreme left in the
transposmon key. The completed key may. ‘be written, therefore, merely by advancing the
series of numbers in the cycle so that 6 comes- ﬁ.rst Thus:

6—15—12—16—5—7—14—4—15—8—11—1—17—2—10—3—18—9
MEMORAN@UM oar NOVEMBER 4

The two messages, after the 1dent1tles hqd b.,e,en i.found, were set up as follows:

1 2 3 4 5 6 7 8 $.10:1)12 13 14 15 16 17 18 19
RICHI24 DFGVVGVGGFVDVFGAXGD
VFFGVAGVYDVAGGDGVAGD
DVXVDXVFGDVDDFGGAFA
VGVDGAFAGUGAGAVDVDV
FGVADXDGGDXVAGGVAVA
DGDFGVGPVXVGVGAVGAV
| VADGVGDDADVXAFFFAGV
o FGGFFVXDAVDDXADGGGA )
AGFGFGAVDXFDDXFXAVD . |
GXGXGAFGDDVDAGXGAXG
" X¥AFDDADDGXFADVXFV-AD -
) . VEDFXAXVDDDDDFDVGAG
B XDFDDVAVVVAGEXAFDDD N
 FXAX FXG, DXFGDGDGDD 1
RICHI?266 DFGVVGVGGFVDVFGAXGD e
VFFGVAGVDFAGGDGV.AGD
VVXVDXVFGDVDDGGGAFA
DGVDGAFAGDGAGAVDVPYV
FGVADXDGGDXVAGGVAVA
DGDFGVGDVXVGVGAVGAV
VADGVGDDGGXXAFFFAGY
DXAGDDFVAFGDAVGVGXG
. VDAFFDGGXAGFDXXFVAA
GADGVDXAGGXXGDGFXFA
DDDFVADAVXAXDXFGADY
VDGDDDFAFVXDGDVDAXG
VGDFAGDVXXDADVFXDAD
GGVAXFXFDFXGDDDDDXG




The table of equivalents is as follows:

RICHI 264 RICHI 266
Column - - Column
1 equals 10
2 equals 11
3 equals 4
4 equals 7
5 e"1ua.ls 16
6 equals 8
- 7 equals 18
. 8 equals 1
9 equals 3 . :
10 equals 14
" 1l equals 5
12 equals 6
13 equals 2
14 equals 9
. 15equals 12
. 16 equals 15
17 equals 19
18 equals 17
19 equals 13

The identities in these two messages run along at an interval of two spaces (RICHI 266
may be considered as having 19 long columns, RICHI 264, 17). Therefore, the equivalents
will have to be placed two spaces apart. The completed cycle is as follows:

1 3 83 4 § 6 7 8 9 10 1 12 13 14 15 ¥ 17 18 19

1131021411 953164157 12186 17 8 19

The set-up of RICHI 264 shows that columns 5 and 9, being the only short ones, fall on
the extreme right. The cycle shows that column 5 follows column 9 in the sequence. The
completed key may be written, therefore, by advancing the series of numbers in the sequence
80 that number 5 occupies the position on the extreme right. Thus:

3~16-4-15-7~12-18-6~17-8-19-1~13-10-2-14-11-9-5

The interval, i.e., the number of spaces which must be left between equivalents in construct-
ing the cycle, will be even in number in all cases, since it takes two cipher letters to make one
clear-text letter. In cases where the number of columns and the interval possess a common
factor, the condition might arise where the cycle cannot be completed in one step, for after
8 few placements have been made, one comes back to the starting point. In such a case, how-
ever, one can complete it by taking advantage of such clues as are offered by the set-up of the
messages, specifically, the number and identities of long and short columns. It may be well to
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illustrate by one artificial example. Given two messages in which the interval is 2, the 4long
columns 9, 10, 14, and 18, and the following table of equivalents:

TasLr 3

Column Column
1 equals 15

2 equals 13
3 equals 16
4 equals 1
5 equals 12
6 equals 20
7 equals 5
8 equals 17
9 equals 10
10 equals 4
11 equals 9
12 equals 19
13 equals 8
14 equals 18
15 equals 3
16 equals 6
17 equals 7
18 equals 2
19 equals 14
20 equals 11

Starting with column 1, the following partial sequence is constructed:
1 2 38 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 10 20

1 15 3 16 6 20 11 9 10 4

The equivalent of column 4 is column 1, and we are then brought back again at our starting
point. The cycle shows, however, that column 10 succeeds column 9, with one column inter-
vening. Since columns 14 and 18 are long also, and since the table shows column 18 to be the
equivalent of column 14, it is evident that the latter must be placed between columns 9 and 10,
and column 18 between columns 10 and 4. From there on the sequence can be completed
without further difficulty.

The advantage of this method is that it is almost entirely a mechanical one, and may save
time in determining the transposition-key in this cipher. It is also evident that it may be
used in ordinary simple, transposition ciphers of the columnar type.
o WirLiam F. FRIEDMAN,

First Lieutenant, M.1.D.

January 6, 1919.




